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OJIOBEPEHA
Ha 3acelaHuH LIUKIOBOH KOMHCCHH
HH(QOPMALMOHHBIX TEXHOJIOTHIA
IIpotokon ot /5 .05 2045 Ne §

[Tpeacenarens Af . JI.B. XKuramnos

PA3ZPABOTYHK:

Kybpakos Cepreit [Terposuy — npemosasarens KoTmacckoro pedsoro yumimina — CTpyKTypHOTo
nonpaszneneuuss Kornacckoro ¢umiana ®I'BOY BO «I'VMP® wumenu ammupana C.O.
Maxkaposa»

Pabouas mnporpamma yuebmoit mucnmmmaabl OIL05S «OcHOBBI MHPOPMAIHOHHOM
OesomacHocTH»  paspaboTaHa B COOTBETCTBUM ¢  (efepadbHBIM  TOCYNAPCTBEHHBIM
00pasoBaTelbHBEIM CTAHIAPTOM CPEJHErO IPO(ECCHOHATBLHOTO 00Pa30BaHHS, YTBEPIKICHHBIM
npukazoM MuHKcTepcTBa npocseineHusi Poccuiickont ®emepammu ot 24.02.2025 Ne 138
(3aperucTpupoBan  MmunmcrepcTBoM  focTHmmu  Poccmiickoit  ®emepanmu  31.03.2025,
pervctpanuonssii Ne 81696) no cmemmansHocta 09.02.11 «PaspaGoTka M ympaBieHHe
NpOorpaMMHBEIM OOecreueHreM», npodeccHoHanbHbM cradaaprom 06.001 «[Iporpammucty,
YTBEPXKJICHHBIM TIIpHKa3oM MuHucTepcTBa TpyJa H COLMAIBHOM 3alqUTEl  Poccuiickoii
®enepamun ot 20.07.2022 Ne 424u (3apeructpupoBad MEHHUCTEPCTBOM IOCTHIMH PoccHiickoit
®eneparuu 22.08.2022, perucrpamuonssiii Ne 69720), paGoueit mporpaMMel BOCITHTAHHSL.
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1.0BIIAS XAPAKTEPUCTUKA PABOYEM ITPOT'PAMMBI

YUYEBHOW JUCHUILIUHBI «OI1.05 OCHOBBI THOOPMAIIMOHHOM
BE3OITACHOCTH»

1.1. MecTo 1MCUMIJIMHBI B CTPYKTYpP€e OCHOBHOM 00pa30BaTe/IbHOI MPOrpaMMbi:

VYuebnas aucuurumHa «OI1.05S. OcHoBel MHGOPMAMOHHON 0€30MacHOCTU» SBISIETCS
00s13aTeIbHOM  yacThio oOmieoOpazoBatenpHoro nukima OI1.00 mporpamMmbel  TOATOTOBKH
CIEMAJINCTOB cpeaHero 38eHa B coorserctBuu ¢ ®I'OC CIIO

no cnermanbHocTH: 09.02.11 Pa3paboTka u ymnpaBiieHHE MPOTPaMMHBIM 00€CTIeueHUEeM

YKpYINHEHHON rpynnel crnenuanbHocTei: 09.00.00 Mudpopmatika W BEIYUCIHTEIbHAS
TCXHHKA.

Ocoboe 3HaueHHE IUCLUUIUIMHA HMMEeT MpH (HOPMUPOBAHMM U PA3BUTHH OOLIMX
kommerenimii (OK 01, OK 02, OK 05, OK 09), npodeccronansubix kommerenimii (ITK 1.5) B
coorBercTBUU ¢ PI'OC CIIO M wneneBbIX OPUEHTUPOB BOCIMTAHUS B COOTBETCTBUU C
[Iporpammoii BocriuTaHus.



1.2. Heab ¥ mu1aHnpyemble pe3yJbTaThl 0CBOEHM S JUCHUIIJIMHBI:

B pamkax nmporpamMMbl yueOHOM AUCIUIUTMHBI 00YyUYaIOMIMMUCS OCBauBalOTCcs yMeHHs U 3HaHus B coorBeTcTBHM ¢ @I'OC u ITOOII. OcBoenune

coJiepKaHusl y4eOHON AUCIMIUITMHBI 00€CTIEUNBACT TOCTHKEHUE O0YIAIOIIMMHUCS IEJICBBIX OPHCHTHPOB BOCITUTAHMUSI.

Kox u ¢popmysmpoBka

YMeHusl, SHAHUS

HeJIBBBIe OPUEHTHPLI BOCIIUTAHUSA

KOMIIeTeHIUH
OK 01. BeiOupatb crnocoObl | Ymenus: IIpodeccnonanbHO-TPYI0BOE BOCIUTAHHE
pCIICHUA 3a1a4d | - OCYIIECTBIATH texHuueckoe | [lonnmaromuii  npodeccuoHaNbHBIE UWIealbl W LEHHOCTH,
npogeccnonanbHON CONPOBOXKACHUC, COXpaHCHHUC 1 | yBa)KaroIUK TPyH, pe3yabTaThl TPYAA, TPYAOBbIE JOCTHKECHUS
ACATCIILHOCTH BOCCTaHOBJICHHE Gazer MAHHBIX | hocemiickoro  Hapoja, TPYAOBBIE M NPO(ECCHOHATBHBIE
HIPHNEHITEIbHO K| muopmanKOHHOH cueTeMEL, JOCTHDKEHUSI CBOMX 3€MJIIKOB, MX BKJIaJ B Pa3BUTHE CBOETO
pa3sJIMIHBIM KOHTCKCTAM - COCTaBJIATh IIJIaHbI pe3epBHOTO ’
KOTIHPOBAHHS IIOCENEHUs, Kpasi, CTPaHbI.
- ompenenaTb ~ WHTepBal  pe3epBHOro | Y YACTBYIOIIMH B CONMANBHO — 3HAYMMOH  TPYIOBOH M
KOIIMPOBAHUS, npoeCCUOHATIBHON JIeATEIbHOCTH Pa3HOTO BUAA B CEMBE,
- (hopmupoBath TpeOOBaHUA K KOHQUIypauuu | o6pa3oBaTeIbHON OpraHu3alui, Ha 6a3ax MPOM3BOJCTBEHHOM
JOKAJIBHBIX ~ KOMIBIOTEPHBIX  CCTeH M | ppakTuky, B CBOEil MECTHOCTH.
CEpBEpPHOTO0 000pYyIOBaHMs, HEOOXOAUMBIC

st paboTel 0a3 MAaHHBIX W CEPBEPOB B
paMKax MOCTaBJICHHOM 3a/1auu;

- pa3pabareiBaTh TMOJUTUKY O€30MacCHOCTH
SQL cepBepa, 6a3bl JaHHBIX W OTIEIBHBIX
00BeKTOB 0a3bl JaHHBIX.

3Hanusa:

- HAIMOHAJIBHOM U MEXIYHAPOIHOW CUCTEMBI
CTaHJAPTHU3AIIMU U CePTU(DHUKAIIUN U CUCTEMY
obecrieyeHns KayecTBa MpOLyKIIHH;

- TEPMUHOJIOTHS W METOABl PE3EPBHOTO
KOMMPOBAHUs, BOCCTAHOBIICHUE MH(POPMAITUN
B HUH(OPMAIIMOHHOMN CHCTEME,

- TpeboBaHMs K 0€30MacHOCTH cepBepa 0a3bl

Bripaxkaromuii  0OCO3HaHHYXO TOTOBHOCTh K HENPEPBIBHOMY
0o0pa30BaHUI0 M CaMOOOpa30BaHMIO B BBIOpaHHOH cdepe
npoeCCHOHATIBHOMN 1EATEIbHOCTH.

[Torumarommii  cnenuduky  mpodecCHoOHATBHO-TPYI0BOM
NESITeIbHOCTH,  PErYJIMPOBaHUS  TPYAOBBIX  OTHOIICHUHA,
TOTOBBI  y4YUTbCI HW  TPYIOUTBCI B COBPEMEHHOM

BBICOKOTEXHOJIOTMYHOM MHpPE Ha 0naro TrocylapcTBa U
o01iecTBa.

OpHEHTUPOBAHHBII Ha OCO3HAHHOE OCBOEHUE BHIOPAHHOM
cdepbl mMpodecCHOHATHHON AEATeTbHOCTA C YYETOM JMYHBIX
JKU3HEHHBIX TUIAHOB, TIOTPEOHOCTEH CBOEH CEeMbH, TOCYIapCTBa
U o01IecTBa.




JTAHHBIX

O6namaromuii  cHOPMHPOBAHHBIMUA ~ TNPEACTABICHUSIMUA O
3HaYEHUH U LIEHHOCTU BbIOpaHHOU mpodeccuu, MpOosBISIOIIHIA
yBa)K€HHE K CBOEH MPOoQecCHu U CBoeMy IpodecCuoHATbHOMY
COOOIIECTBY, TOIJICPKUBAIOMINNA TMO3UTUBHBIA  0o0paz u
IPECTHK CBOEH mpodeccuu B od1iecTBe.

Paznendromuii  KOpropaTUBHBIE  LEHHOCTM U MHCCHIO
paboromarens. Ilomorarommii peaan30BBIBATH CTPATETHIO
KOMIIAaHUM HA PBIHKE TPYa.

OO0ecneuynBaromuii COOCTBEHHYIO NEATEIBHOCTh U JIEHCTBHS
MOJTYMHEHHBIX MPH BO3ZHUKHOBEHUU YPE3BBIYAMHBIX CUTYyalUl
TEXHOT€HHOT'O U MPUPOTHOTO XapaKTepa.

JleMoHCTpUpYIONUI 3HAHUSA W yMEHHS B NpodeccrHoHambHON
JeATEeTLHOCTH, OoOecreunBaroniue 0e3aBapuitHyr0 paboTy mpu
WCTIOJTHEHUH JIOJDKHOCTHBIX OOSI3aHHOCTEH W COXPaHCHUS
3I0pPOBbS U KU3HU YJICHOB KOJUICKTHBA.

YMeromuit CaMOCTOSTEIIBHO OIIPEEIATh eI
npo(hecCHOHANLHOM JIEATEeNbHOCTH W pa3pabaThiBaTh IUIAHBI
JUISL WX JIOCTHIKEHHUS, OCYILECTBISATh, KOHTPOJIUPOBATH U
KOPPEKTUPOBATh npodeccuoHaIbHYIO JeSITEIbHOCTb,
UCIIONIb30BaTh  Pa3pelICHHbIE 3aKOHOM BCE  BO3MOXKHBIE
pecypcehl Ui JOCTUKEHHS TTOCTAaBICHHBIX LIEJIeH.

VYwmeromuit  3¢(HEeKTUBHO B3aMMOACHUCTBOBATH, MPOAYKTUBHO
paboTaTh B COCTaBE KOJUIEKTUBA, C YBAKCHHEM OTHOCSIIIUNACS K
qyKOMY TPYAY.

LleHHOCTH HAYYHOT0 MO3HAHUS

JlesiTenbHO  BBIpaXKAIOUIMM  [MO3HABaTElIbHBIE WHTEPECHl B




pPa3HBIX MpPEeIMETHBIX 00JacTAX ¢ Y4ETOM CBOMX HHTEPECOB,
CIIOCOOHOCTEH, JOCTKEHWW, BBIOPAHHOTO  HAMpPaBJICHHS
poeCCHOHAIBHOTO 00Pa30BaHUs U MOATOTOBKH.
O6namaromuii  MpenCcTaBIeHUEM O COBPEMEHHON HaydyHOM
KapTUHE  MHpa, JOCTIDKCHUSAX  HAYKH W TEXHHKH,
apryMEHTUPOBAHHO  BBIPAXKAIOMIMKA TOHMMAaHUE 3HAYCHUS
HAyKHd U TEXHOJIOTUH I Pa3BUTHUS POCCUIICKOrO oOIiecTBa u
obecrnievyeHus ero Oe30MacHOCTH.

JleMOHCTpUpYIOIIMI  HABBIKM ~ KPUTUYECKOTO  MBINUICHHUS,
orpezeNieHus] JTOCTOBEPHOCTH HAyyHOW HH(OpMAIMH, B TOM
gucie B chepe npodhecCuoHaTbLHOM IS TEIIBHOCTH.

YMmeromuit BBIOMPATH CIIOCOOBI perieHus 3ama4
npoecCHOHANBHOM ~ NEATENbHOCTH  NPUMEHUTENBHO K
pPa3JIMYHBIM KOHTEKCTaM.

Hcnonp3yromuii cCOBpeMEHHbIE CpEACTBA MOMCKA, aHalu3a M
UHTEpIIpETanu HHPOpMAIH, THHOPMAITMOHHBIE TEXHOJIOTHH
JUTSI BBITIOJTHEHUS 337124 TPO(HEeCCUOHATLHOM e TEIbHOCTH.
Pa3BuBaronuii ¥ TPUMEHSIOMWA HABBIKM  HAOJIOACHHUS,
HAKOIUICHUS U CHCTeMaTH3aluHu (PaKTOB, OCMBICIIEHUS OIbITa B
€CTECTBCHHOHAYYHOW M TyMaHUTApHOW 00JacTsIX IO3HAHUS,
MCCIIEI0BATENbCKON U MPOGECCHOHATBHOM IeATETLHOCTH.
[IposBnsromMii CO3HATENIBHOE OTHOILIEHUE K HENPEPBIBHOMY
00pa30BaHMIO, KaK YCIOBHIO YCHEIIHOW MpO(pecCHOHATBLHON U
0OIIECTBEHHON AESITENLHOCTH.

Hcnonp3yromuii cCOBpeMEHHbIE CpEACTBAa MOMCKA, aHalu3a M
JOCTYITHOCTH HAay4YHOW H TPAKTHYECKON uHPOpMAIUU |




OK  02. Hcnons3oBath
COBpPEMEHHBIC cpeacTBa
TIOWCKa, aHamM3a u
WHTEPIpETAINN
uHpOpMaIU "
nH(pOpMaMOHHBIE
TEXHOJIOTUU TSt
BBITTOJTHEHUS 3ama4
npodeccroHanbHOM
JeSTEeITbHOCTH

JUTEPATyphl, Ul YCHEIIHOIO  BBINOJHEHUS  3aJad
npoQeCCHOHATIBHOMN 1EATEIbHOCTH.

O06namaromuii  TPEACTaBICHHEM O COBPEMEHHBIX Hay4YHBIX
UCCIICJOBAHMSX,  JOCTIDKCHHAX  HAyKM WM TEXHHKH,
apryMEHTUPOBAHHO  BBIP@KAIOIIMN TIOHMMAHUE 3HAYEHUs
HAayKd W HAHOTEXHOJIOTMM, M1 pa3BUTUSA POCCHUCKOMN
OKOHOMUKH. Hcnons3yromuit HOBAaTOPCTBO B
npodecCHOHATBLHON 1eATEIbHOCTH.

LleHHOCTH HAYYHOT0 MO3HAHUS

JlesiTenbHO  BBIpaXKAIOUIMM  [MO3HABaTENbHBIE WHTEPECHl B
Pa3HBIX MpPEeIMETHBIX 00JacTAX ¢ Y4ETOM CBOMX HHTEPECOB,
CIIOCOOHOCTEH, JOCTKEHUW, BBIOPAHHOTO  HAMpPAaBIICHHS
npodeCcCHOHATBLHOTO 00pa30BaHMs U IOATOTOBKH.
Obnanaronii  TpPEACTAaBICHUEM O COBPEMEHHON HaydyHOU
KapTUHE  MHpa, JOCTIDKCHUSX  HAYKH W TEXHHKH,
apryMEHTHPOBAHHO  BBIPAXKAIOIIMNA T[OHMMAaHHUE 3HAYCHHS
HAayKW W TEXHOJOTUM JJI Pa3BUTHS POCCHUUCKOTO 0OIIecTBa M
oOecrnieyeHus ero 6e30MacHOCTH.

JleMOHCTpUpYIOIIMI  HABBIKM  KPUTUYECKOTO  MBINUICHHUS,
onpezeNieHus JOCTOBEPHOCTH HAyyHOW HH(OpMAIMH, B TOM
yucie B chepe npodeccuoHaTbHON AeATEIbHOCTH.

YmMmerommuit BBIOMPATH CIIOCOOBI pelLIeHUs 3a1a4y
npoecCUOHATBHON  NEATETbHOCTH  MPUMEHUTENBHO K
pPa3IMYHBIM KOHTEKCTaM.

Hcnonp3yromuii COBpEMEHHBIE CPEACTBAa MOWCKA, aHaIu3a M
MHTEpIIpeTaluu UHPOopMaIi, THHOPMAIIMOHHBIE TEXHOJIOTHU




OK 05,  OcyuecTBisiTh
YCTHYIO U  TNHCbMEHHYIO
KOMMYHHKAITUIO Ha
roCy/1apCTBEHHOM A3BIKE
Poccuiickoit  @enepauun ¢
y4EeTOM ocoOeHHOCTEeH
COLIMAJIBHOTO U KYJBTYpPHOTO
KOHTEKCTa

JUTSI BBITIOJTHEHUS 33714 TPO(eCCUOHATIBHOM e TEIbHOCTH.
PazBuBaronmuii ¥ TPUMEHSIOMWA HABBIKM  HAOJIOACHHUS,
HAKOIUICHUS U CHCTeMaTH3aluu (PaKTOB, OCMBICIIEHUS OIbITa B
€CTECTBCHHOHAYYHOW M TyMaHUTApHOW 00JacTsIX IO3HAHUS,
UCCIIEIOBATEIbCKON U MPO(eCCHOHAIBHOM eI TeIbHOCTH.
[IposBnsromMii CO3HATEIIBHOE OTHOLIEHUE K HENPEPBIBHOMY
00pa30BaHMIO, KaK YCJIOBHIO YCHEIIHOW MpOo(ecCUOHATBbHON U
OO0IIECTBEHHOH 1€ TENbHOCTH.

Ncnonp3yromuii COBpEMEHHBIE CPEACTBAa MOWCKA, aHaIu3a M
JOCTYITHOCTH HAay4YHOW H TPAKTHYECKON uHPOpMAIUUu |
JUTEpaTypbl, A YCIEIIHOIO  BBINOJHEHHA  3aJa4
npohecCuOHANBHOM e TeIbHOCTH.

OO6namaromuii  TPEACTaBICHHEM O COBPEMEHHBIX Hay4YHBIX
UCCIEIOBAHUSAX,  JOCTHKEHUSAX  HAyKh U TEXHHUKH,
apryMEHTHPOBAHHO  BBIPAXKAIOIIMNA T[OHMMAaHHUE 3HAYCHHS
HAayKd W HAHOTEXHOJIOTMM, M1 pa3BUTUSA POCCHUCKOMN
OKOHOMHUKH. Hcnons3yromuit HOBAaTOPCTBO B
npodhecCuOHANBbHOM e TeIbHOCTH.

IlaTpuoTHYeckoe BOCIMTAHUE

Oco3Hnaronmi CBOIO HallMOHAJIBHYIO, 3THUYECKYIO
IIPUHAJICKHOCTb, JEMOHCTPUPYIOLIUN IPUBEPKEHHOCTh K
POIIHOH KyIBTYypE, TIOO0BH K CBOEMY HApOIy.

CozHaomuil NpUYaCTHOCTh K MHOTOHALIMOHAJIIBHOMY Hapoay
Poccuiickoit  ®epepamuu, OrtedecTBy, OOIIEPOCCUUCKYIO
UJEHTUYHOCTbD.

[IposiBrsitolnii ~ A€ATEIBHOE IIEHHOCTHOE  OTHOIIEHHE K
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HUCTOPUYECKOMY U KYJIBTYPHOMY HACIEOUIO CBOETO U JIPYTUX
HaponoB Poccun, ux TpaguuusiM, mpa3IHUKaM.

[TposBisitomunii YBaKECHUE K COOTEYECTBEHHUKAM,
MPOXKUBAIOLUINM 32 pyOex)oM, MOANEp>KUBAIOIIMN HMX IpaBa,
3alIUTY WX MHTEPECOB B COXPAaHEHHH OOLIepOCCUIICKON
UJIEHTUYHOCTH.

3HAOINUNA HCTOPUYECKYIO IpaBly CBOeW Benukod PoauHsl,
OTPOMHOTO BKJaJa pycckoro Hapoga B Ilobeny Han
dammuctkoi ['epmanueit. YMeronmi 4TUTh 1 TOMHUTH TTOJBUT
COBETCKOro Hapoja B Benukoit OTeyecTBEHHOI BOMHE.
Oco3Haronmi CBOIO HallMOHAJIBHYIO, 3THUYECKYIO
MPUHAJIEKHOCTh, JEMOHCTPUPYIOLUIUN IPUBEPKEHHOCTh K
POMHOW KyJNbTYpe, BBIOpaHHOW NpodeccHr W BBITOITHEHUIO
BOMHCKOTO JI0JITa.

Bripakatomuii roTOBHOCTH K 3ammre pydexeil Poccuiickoii
®egepaiii OT BHEIIHUX W BHYTPEHHHUX TOCSTaTeIbCTB, a
TaK)K€ 3alIUTE HOBBIX TEPPUTOPHI, BKIIOUEHHBIX B COCTaB
Poccun, OoT  BOEHHOHM  yrpo3bl,  CAHKIHMOHHOTO U
SKOHOMHUYECKOTO JABJICHUS.

JyX0BHO-HPaBCTBEHHOE BOCIIMTAHUE

[IposiBnsroIMi TPUBEPKEHHOCTh TPAJULAOHHBIM JyXOBHO-
HPABCTBEHHBIM IIEHHOCTSIM, KYyJIbType HapoaoB Poccum c
y4€TOM MHPOBO33PEHYECKOTO, HAI[MOHAJILHOTO,
KOH(ECCHOHATIBLHOTO CAMOOIIPEICIICHHSL.

[IposiBnsromMi yBaKE€HUE K KU3HU U JTOCTOMHCTBY KayKIOTO

YEeJIOBEeKa, CBOOOJE  MHPOBO33PEHUYECKOTO  BbIOOpAa |
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CaMOOTIpe/ICIICHUS, K TIPEICTABUTEIISIM PA3IMYHBIX dTHUYCCKUX
rpynn, TPaJUIMOHHBIX penurud HapoaoB Poccum, wux
HallMOHATLHOMY JIOCTOMHCTBY M PEJIMTHO3HBIM YYBCTBAM C
y4€TOM COOJIIOICHHS] KOHCTUTYIIMOHHBIX MPaB U CBOOOJ BCEX
TpaXKaaH.

[lonumarommii W JAEATENBHO  BBIPAXKAIOIIUN  [TOHUMaHUE
LEHHOCTH MEXHAIIMOHAJIbHOTO, MEXPEJIUTHO3HOTO COTlacus,
CIIOCOOHBIN BECTH TUANIOT C JTIOABMH PAa3HBIX HAIIMOHAILHOCTEH
¥ BEPOWCIIOBEIaHHM, HaXOAUTh OOIIHE IEIH W COTPYIHUYATH
IUIS MX JOCTHIKECHUS.

OpHeHTUPOBaHHBIN Ha CO3/JaHHE YCTOMYMBON CEMbU Ha OCHOBE
POCCHUMCKHUX TPAJAMIIMOHHBIX CEMEMHBIX LEHHOCTEH, POKICHUE
M BOCINUTAaHWE JIeT€M W  NOPUHATHE  POJUTEIHCKOU
OTBETCTBCHHOCTH.

Obnanatonii  COPMHUPOBAHHBIMU  TPEJICTABICHUSIMH O
LEHHOCTH U 3HAQYEHHH B OTEUYECTBEHHOW M MUPOBOU KYJIbTYpe
SI3BIKOB U JIUTEPATypbl Hapo10B Poccum.

Bagerommii HaBBIKAMHU s exTuBHOM aJlanTalyH,
HaXOXXJICHUS HECTaHJAPTHBIX pEIIeHWUU, paboThl B KOMAaHJE,
CaMOOpTraHU3AIMH B CTPECCOYCTONYUBOCTH.

Bagerommii HaBBIKAMHU s exTuBHOM aJlanTalyH,
HAXOXXJCHUS HECTaHJAPTHBIX pELICHUH, 0e3 KOH(IUKTHOU
paboTel B CcOCTaBe  KOJUIGKTHBA, CaMOOpPTaHU3allWH,
B3aMMOBBIPYYKH M CTPECCOYCTOMYUBOCTH, JOOPOKEIATEITHHOTO
OTHOIIICHUS K KOJIJICTaM.

JleMOHCTpUpYIOIIMI CBOMM IIOBEICHUEM YBEPEHHOCTh B
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OK

09.

Tlonp3oBaTnCcy

BBIIIOJIHEHUH 3azay, ITOCTaBJIEHHBIX NpEANPUITHEM
(opraHmu3anueii) 1axe B CaMbIX CIIOKHBIX YCIIOBUSIX. Y MEIOIIIHI
YTUTh U NPEYMHOXXATh HALIMOHAJIBHBIE TPAaJULIUU, YMEIOIIUI
CIIPaBJIATHCSA C JIEHBIO, YCTAIOCTBIO, YHBIHUEM.

JcTeTHYecKoe BOCIIUTAHHE

Bripaxkaromuii NOHMMAaHUE LIEHHOCTH OTEYECTBEHHOIO U
MHPOBOTO HCKYCCTBA, poccHiicKoro u MHPOBOTO
XyJI0KECTBEHHOTO HACIEIHSI.

[IposiBnstroniA BOCIPUUMYUBOCTD K Pa3HBIM BHJIaM HCKYCCTBA,
MIOHUMAaHNE 5SMOLMOHAIBHOTO BO3JCHCTBUSA HMCKYCCTBA, €rO
BIWSHHS Ha JAYUIEBHOE COCTOSHHE M TIOBEACHUE JIOJEH,
YMEIOIINN KPUTHYECKHU OLIEHUBATh TO BIIUSHHUE.
[TposiBrsitOIIMIA TTOHUMaHUE XYJT0KECTBEHHON KYyJIbTYpPbl Kak
CpelcTBa KOMMYHHUKAIIMM U CaMOBBIPAXKEHUSI B COBPEMEHHOM
oOmiecTBe, 3HAYCHHE HPABCTBEHHBIX HOPM, IICHHOCTEH,
TpaAULUi B UCKYCCTBE.

OpueHTUpOBaHHBIN Ha OCO3HaHHOE TBOPUYECKOE
CaMOBBIpaKEHUE, pealn3alUio TBOPUYECKUX CIIOCOOHOCTEH, Ha
ACTETUYECKOE 00yCTpOMCTBO cOOCTBEHHOTO ObITa,
poeCCHOHAIBHON CPEJIbI.

[IposiBnsifOIIME IEHHOCTHOE OTHOIIEHHE K KYJIbType pedd M
KYJIBTYpE TIOBEICHHUS B YCIOBHSIX PaOOTHI B KOJUIGKTHBE U TPU
JUYHOM OOIICHUH CO BCEMH YJICHAMH KOJIJICKTUBA, HE3aBUCHUMO
OT CITYKEOHOTO TIOJIOKEHUSI.

YMemuil OCyIIECTBIIATh INTAHUPOBAHUE CBOETO 1OCYTa.

IIpodeccnonanbHO-TPYA0BOE BOCTIMTAHHUE
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npodeccrnoHabHOM
JTOKYMEHTaIuen
rocyaapCTBEHHOM
WHOCTPAHHOM SI3bIKax

Ha

[ToruMmaromuii  podecCHOHANIBHBIC HACATbl MU IEHHOCTH,
YBaXXAIOIIUN TPYH, pe3yiabTaThl TPyAa, TPYAOBBIE JOCTHKECHUS
pOCCHUIiCKOTO  Hapojaa, TPYIOBble U  MpodeccruoHAIbHbIE
JOCTHKEHHUSI CBOMX 3€MIIIKOB, UX BKIJIaJ] B Pa3BUTHE CBOETO
MOCETICHUS, Kpas, CTPAHBI.

VYuyacTByromuid B COUMAIbHO 3HAYMMOW TPYIOBOHM U
npoeCCHOHATIBHON JIeATENFHOCTH Pa3HOTO BUAA B CEMbE,
o0pa3oBaTeNbHONW OpraHu3aly, Ha 0azax NMPOU3BOACTBEHHON
MPAKTUKHU, B CBOEH MECTHOCTH.

Bripaxkaronuii  0CO3HaAaHHYIO TOTOBHOCTh K HENPEPHIBHOMY
o0pazoBaHWI0O W caM0OOpa30BaHMIO B BBIOpaHHOW cdepe
npodhecCuoHaNbHOM NeSTeIbHOCTH.

[Torumarommii  cnenuduky  mpodecCHOHATBHO-TPYI0BOM
NESTENIbHOCTH,  PETyJUPOBaHUS  TPYIAOBBIX  OTHOIICHUH,
TOTOBBI ~ yYUTBCS W TPYAUTHCS B COBPEMEHHOM
BBICOKOTEXHOJIOTMYHOM MHpE Ha 0naro TrocylgapcTBa U
o01iecTBa.

OpueHTHPOBaHHBIM Ha OCO3HAHHOE OCBOCHUE BBIOPAHHOM
chepnl npodecCHOHATBHON NEATETLHOCTH C YYETOM JTMYHBIX
JKU3HEHHBIX TUIAHOB, TIOTPEOHOCTEH CBOEH CEeMbH, TOCYIapCTBa
U o01IecTBa.

Obnanatonmii  COPMHUPOBAHHBIMU  TPEJCTABICHUSMH O
3HAUEHUU ¥ IIEHHOCTH BBIOpAHHOW mpodeccruu, IpOsSBISIONIUI
yBa)KCHHE K CBOEH mpodeccuu u cBoeMy mpodeccuoHaIbHOMY
COOOINECTBY, TMOAJCPKUBAIOIIMIA TO3UTUBHBIA 00pa3 u
MIPECTHX CBOEH mpodeccun B OOIIECCTRE.
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Paznenstonuii  KOpHIOpaTHUBHBIE  IIEHHOCTH W MHUCCHIO
paboromatens. I[lomorarommii  peayM30BBIBATH  CTPATETHIO
KOMIIaHUH Ha PBIHKE TPY/a.

OO0ecneynBaromuii COOCTBEHHYIO NEATEIBHOCTh U JICHCTBHS
MOJAYMHEHHBIX MPU BO3ZHUKHOBEHMM UYPE3BBbIYANHBIX CUTYyaIUil
TEXHOI€HHOI'O ¥ PUPOJHOTO XapaKTepa.

JleMOHCTpHpYIOIUI 3HAHUS U YMEHHS B NPO(hecCHOHAIbHOM
NesITeIbHOCTH, obecneunBaiomue Oe3aBapuiiHylo paboTy mpu
UCIIOJTHEHUH JIOJDKHOCTHBIX O00SI3aHHOCTEH W COXpaHEHHUS
3JI0POBBS U )KU3HH YICHOB KOJJICKTHBA.

VYmMeromui CaMOCTOSITEIILHO ONpeAesaTh LEJIN
npoeCCHOHAIBHON JIeATETbHOCTH U pa3padaThiBaTh IIAHBI
JUISL WX JIOCTHIKEHHUS, OCYILECTBISATh, KOHTPOJIUPOBATH U
KOPPEKTUPOBATh po¢eCCHOHATLHYIO JeSTENIbHOCTbD,
UCIIOJIb30BaTh  PAa3pELICHHbIE 3aKOHOM BCE  BO3MOXKHBIE
pecypcehl Ui JOCTUKEHUS IOCTAaBICHHBIX LIETIEH.

VYmeromuit  3¢(HEeKTUBHO B3aMMOACHUCTBOBATH, MPOAYKTUBHO
paboTaTh B COCTaBe KOJUJIEKTHBA, C YBAXKEHHEM OTHOCSIIIUNCS K
YyKOMY TPYyaY.

LleHHOCTH HAYYHOT0 MO3HAHUS

JlesiTenbHO  BBIpaXKAIOUIMM  MO3HABaTElIbHBIE HHTEPECHl B
pa3HbIX MPEIMETHBIX OONACTAX C Y4ETOM CBOMX HHTEPECOB,
CIOCOOHOCTEH, JOCTHXKEHHWH, BBHIOPAHHOTO  HAMpaBJICHUS
npodeCcCHOHATBLHOTO 00pa30BaHMs U IOATOTOBKH.
Ob6nanaronii  TpEACTAaBICHUEM O COBPEMEHHONW HaydyHOU

KapTUHC Mmupa, JOCTHIKCHHUAX HAayKHn n TCXHUKU,
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apryMEHTHPOBAaHHO  BBIPAXKAIOIMIMKA I[OHUMAaHHWE 3HAYECHMS
HAayKWd W TEXHOJIOTUM IJI Pa3BUTHS POCCHUHUCKOTO 0OIIecTBa M
oOecrnieueHus ero 6e30MacHOCTH.

JleMOHCTpUpYIOIMI  HAaBBIKM  KPUTHYECKOTO  MBILIJICHUS,
OTpesieNieHUs] JOCTOBEPHOCTH HAyYHOW HH(OpPMAINH, B TOM
yucie B cpepe npodeccuoHaTbHON AeATEIbHOCTH.

YMeromun BHIOMpATH CII0COOBI perieHus 3a7a4
npo(ecCHOHANEHOM ~ NEATENBHOCTH  NPUMEHUTENBHO K
Pa3JINYHBIM KOHTEKCTAM.

Hcnonp3yromuii COBpEMEHHBIE CPEACTBAa MOMCKA, aHaIu3a M
MHTEpIIpeTaluu UHPopMaIi, NTHHOPMAIIMOHHbBIE TEXHOJIOTHU
JUTSI BBITIOJTHEHUS 33714 TPO(EeCCUOHATIBHOM e TEIbHOCTH.
PazBuBaronmuii ¥ TPUMEHSIOMNWA HABBIKM  HAOJIOACHHUS,
HAKOIUICHUS U CHCTEMAaTH3aluu (PaKTOB, OCMBICIICHUS OIBITA B
€CTeCTBEHHOHAYYHOH M TYMaHMTapHOH 00JacTAX IO3HAHMS,
UCCJIEIOBATEILCKOM U MpodecCuOHABHOM 1eATeIhHOCTH.
[IposBisromIMii CO3HATENIBHOE OTHOILIEHUE K HENPEPHIBHOMY
00pa3oBaHMIO, KaK YCIOBHIO YCIEITHON MPOPECCHOHATBHOU U
0OLIECTBEHHOMN AESITETbHOCTH.

Hcnonp3yromuii COBpEMEHHBIE CPEACTBAa MOMCKA, aHaIu3a M
JOCTYITHOCTH HAay4YHOW M TPAKTHYECKON wuHPOpMAIUu |
JUTEpaTyphl,  AJs1  YCIEIIHOTO  BBIMOJHEHUS  3aJa4
npodeCcCHOHATBLHOMN 1eATEIbHOCTH.

O6namaromuii  TPEACTaBICHHEM O COBPEMEHHBIX Hay4YHBIX
UCCIIEIOBAHMSX,  JOCTMDKEHHMSX  HAyKM U TEXHHKH,
apryMEHTHPOBAaHHO  BBIPAXKAIOIMKA I[OHUMaHHUE 3HAYECHMS
HAyKd W HAHOTEXHOJIOTMM, U1 pa3BUTUSA POCCHUCKOMN
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IK L.5. 3amuimars
nHpopMaIuio B Oaze
JaHHBIX C HCIIOJIb30BAHUEM
TEXHOJIOTUU 3aIHUTHI

uHpOpMalnu.

OKOHOMHUKH. Hcnons3yromuit
1po(eCCHOHATILHOMN 1€ TEIbHOCTH.

HOBaTOPCTBO

B
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2. CTPYKTYPA U COJAEP)KAHUE YUEBHOM JUCIHUILIAHBI

2.1. O0beM yueOHOI JMCUMIIJIMHBI M BUABI Y4eOHOH padoThI

Bun yuyeOHoii padoThI O0beM yacoB

O0beM 00pa3oBaTe/IbHON MPOrpaMMbl YUeOHOH THCHHMIINHBI 102

B T. 4. B opMe NPaAKTHYECKOH MOATOTOBKHU 18

BT 4..

TEOPETUUYECKUE 3aHATHUS 66
IPAKTUYECKUE 3aHATH 18
Camocmosmenvuas paboma obyyaoue2ocs 8
Koncynsranun 4
IIpome:kyTouHas arrecTanus B (popMe IK3aMeHa 6
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2.2. TemaTn4yecKuii IJVIaH U coJepKaHUE Y4eOHOM TN CHUIIITUHbBI

Koanl koMnereHnui,

HaunmenoBanue Coaepixkanue yueOHOro MaTepuajia v (pOpMbl OPraHu3aluu AesATeJbHOCTH O0bem B (bopmupoBarnuio
pa3/iesioB M TeM o0yuyarommxcs yacax KOTOPBIX
crnocodcTByer
3J1eMEHT NPOrpaMMbl
1 2 3 4
BBenenue Copep:xxaHue y4eOHOro MmaTepuaJja 2 OK 01
1. Bsemenume. UWcrtopuss uHpOpMannoHHON  0€30MACHOCTH. AKTYyalbHOCTH 2
UH(POPMALIMOHHOHN 0€30MacHOCTH.
Pa3nen 1. Yrpo3sl uHpopManuoHHOH 0€30MaCHOCTH 10 OK 01, OK 02,
OK 05, OK 09, IIK 1.5
Tema 1.1. Conep:xxaHue y4eOHOro MaTepuaja 10
OcHOBHBIC YTPO3BI H | 1 OCHOBHbIC NPHMHLMIB  MHGOPMALMOHHOW  GE30MACHOCTH:  IIENOCTHOCTH, 5 OK 01, OK 02,
HPHHIHNBI JOCTYITHOCTh, KOH()UAECHIIMAIBHOCTb. OK 05, OK 09,
MHQOPMAUMOHHOH [ ) Tlomsrie ysA3BMMOCTH, YIpO3bl, MCTOYHHKA YIpo3bl HH(OPMAIUOHHOM 4 IK 1.5
GesonacHocTH 0€30I1aCHOCTH, UX KJIACCH(HKAIHHL.
3. ConmanpHas uHXeHepus. KaHambl HECAaHKIIMOHUPOBAHHOTO JIOCTyNa K 4
nHpopmaruu
Pa3nen 2. [IporpaMMHO-TeXHHYECKHE CPeCTBA o0ecnieyeHnsi HHGPOPMAIMOHHOI 6€30MaCHOCTH OK 01, OK 02,
42 OK 05, OK 09,
IIK 1.5
Tema 2.1. Coaepxkanue yueOHOro MaTepuajia 12 OK 01, OK 02,
CpeacrBa 1. IlpuHiunel ympaBiieHUsT AOCTYNOM. JIMCKpEIMOHHOE YIpPaBJICHHUE IOCTYIIOM. OK 05, OK 09,
ylnpaBJIeHHUs MasnyaTHOE M poJieBOe yIpaBieHHe JocTynoM. Maentudukanus u ayreHTUuUKaus. 10 IIK 1.5
AOCTYIIOM XypHanupoBaHHe U ayauT.
B ToM unciie NPAKTHYECKUX 3aHATHI 2
[Tpaktrueckoe 3anstue Nel. Mi3yuenue cpencTB ynpaBiaeHUs JOCTYIIOM. 2
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Tema 2.2. Coaep:xkanue yueOHOro MaTepuajia 14 OK 01, OK 02,
Kpunrorpagpuueckue | 1. Kpunronorus. Kpunrorpadus. Kpunroananms. Krnaccudukamuss MeToaoB 2 OK 05, OK 09,
CpeacTBa 3alMThI | mK(pOBaHUs. DTanbl pa3BUTHs KpUOTOrpadum. IIK 1.5
uHpopManumn 2. CuMMeETpUYHBIE KPUITOCHUCTEMBL. AcHMMETpHYHbIe Kpunrocuctembl. OIIII. 8
Anroputmsl mudposanus. Peanu3aius alropuTMoB mudpoBaHUs
B ToM unciie npakTHYeCKUX 3aHATHH 4
[IpakTuueckoe 3ansaTre Ne2. M3yueHne METOI0B CHMMETPUYHOTO IIH(PPOBAHHUS.
[Ipaktuueckoe 3anstue Ne3. I3ydeHue mpOrpaMMHBIX CpPEICTB IMHU(PPOBAHHS 4
uHpOpMaLnH.
Tema 2.3. Copep:xxanue y4e0HOro MmaTepuaJja 10 OK 01, OK 02,
CpencrBa sammtel | 1. Knaccudukanuss BpenoHocHbIX mnporpamM. Ilytm pacnpoctpanenus. Bpern, OK 05, OK 09,
OT BPEAOHOCHBIX HAHOCHMBII BPEAOHOCHBIMU MporpamMmamu. [Ipu3Haku 3apaxeHus BpPEIOHOCHBIMHU 4 K 1.5
nporpamMmm porpaMMamMu.
2. MeTo/ipl 3alIUTHI OT BPEOHOCHBIX MPOrpaMM. AHTUBUPYCHBIE TPOTPAMMBI. 4
B ToM unciie NPaAKTHYECKUX 3aHATHI 2
[Tpaktuueckoe 3anstue Ned, Mzyuenne paboThl aHTUBUPYCHON MTPOTPaMMBI. 2
Tema 2.4. Copep:xxaHue y4eOHOro MmaTepuaJja 6 OK 01, OK 02,
CpencrBa 1. Cucrembl xpaHenusi nanHbiXx. RAID-MaccuBbl, ceTeBble XpaHWIIUINA, JEHTOUYHBIE OK 05, OK 09,
pe3epBHOro oubimorekn U T.. PesepBHOe KomupoBaHue HHGOpMauu. MeToasl W CpeAcTBa 4 K 1.5
KONMPOBAHUS pe3epBHOro konupoBaHusi. CXeMbl pOTallui HOCUTENIEH PE3EPBHBIX KOMMM.
B ToM unciie npakTHYeCKUX 3aHATHI 2
[IpakTuueckoe 3anaTue Ned. M3yueHue cpeCcTB pe3epBHOTO KOMPOBAHUS. 2
Pa3nen 3. HopmaTuBHO-nIpaBoBble 0CHOBHI HHPOPMAITMOHHO 0€30MaCHOCTH OK 01, OK 02,
8 OK 05, OK 09,
K 1.5
Tema 3.1. | Conepxanue yuebHoro matepuasia 4 OK 01, OK 02,
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IIpaBoBoe 1. Undpopmanus kak oObEKT IpaBa cOOCTBEHHOCTH. Poccuiickoe 3aKOHOIAaTENLCTBO B OK 05, OK 09,
ob0ecrneuenue obnmactu uHpOpManMOHHOW Oe3omacHOCTH. (OTBETCTBEHHOCTh 3a HapylLICHHE 4 IIK 1.5
HHQPOPMAIMOHHOI | 3aKOHOJATEIbCTBA B MH(POPMAITMOHHOM cepe.
0€e30IaCHOCTH
Tema 3.2. Coaepxkanue yueOHOro MaTepuajia 4 OK 01, OK 02,
Cranpaprsl 1. MexnayHapoaHsle cTaHaapThl WH(OpManMoHHON Oe3omacHocTH. «OpaHkeBast OK 05, OK 09,
uHpopmanuonHoi | xkauray. ISO/IEC 15408 «O0mmue KpuTepun OlleHKH 0e30MacHOCTH HH(POPMAIIMOHHBIX 4 IIK 1.5
0e30IacHOCTH TEeXHOJIOTHIT. OTeYeCTBEHHbBIE CTaHAAPTH MH(OPMAITMOHHONW 0€301TaCHOCTH.
Paznen 4. OpraHm3anMoOHHO-TeXHHYECKHE M PeKMMHBbIE MeToAbl olOecrnedYeHUs: HH(OPMALMOHHOM OK 01, OK 02,
0e3omacHOCTH 10 OK 05, OK 09,
K 1.5
Tema 4.1. Copep:xxaHue y4eOHOro MmaTepuaJja 6 OK 01, OK 02,
IIpouenypHbIi 1. Yopasnenue nepconanom. Puzndeckas 3anmra 00beKTOB HHPOPMATH3AIHH. OK 05, OK 09,
YPOBEHb [Tonnepxanue paborocrmocoOHOCTH. PearmpoBanwe Ha HapylieHHE peXuMa 4 K 1.5
HHPOpPMANMOHHOI | 6e3onacHOCTH. [ImaHMpOBaHNE BOCCTAHOBUTEIBHBIX PaloT.
0e3omacHOCTH B Tom unciie NpaKTHYeCKUX 3aHATHH 2
[Ipaktuueckoe 3anarre Ne6. Opranuzarus (U3HYECKOW 3alIUTHI U TOJICPKAHHS 2
paboTOCTIOCOOHOCTH.
Tema 4.2. Conep:xxaHue y4eOHOro Marepuaja 4 OK 01, OK 02,
AnmuHucTpaTuBHbIA | 1. [ToHsATHE MOMUTHKN HH(DOPMAITMOHHON 6€30MacHOCTH opranu3anuu. I (HeKTUBHBIC 2 OK 05, OK 09,
YPOBEHb 1 HeR((PEKTUBHBIC TTOJIUTHUKH. K 1.5
uHpopManuoOHHOH | B ToM umc/ie MPAKTHYECKUX 3aHATH I 2
0e3omacHOCTH [TpakTrueckoe 3ansTue Ne/. AHaIU3 MOTUTHKYA WH(DOPMAITMOHHON 0€301MaCHOCTH. 2
Pa3nea 5. KomniiekcHoe odecnieyeHue HH(POPMAIHOHHOI 0€3011aCHOCTH OK 01, OK 02,
20 OK 05, OK 09,
K 1.5
Tema 5.1. Coaepxkanue yueOHOro MaTepuajia 4 OK 01, OK 02,
3ammra 1. 3amura nHPOpPMaIIUK B TIEPCOHATHHBIX KOMITBIOTEPAX. 2 OK 05, OK 09,
uHdopmanuu B B TOM 4YHc/Ie NPAKTHYECKHX 3aHATHIH 2 IIK 1.5
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NMEePCOHATBbHBIX

[Ipaktuueckoe 3ansTre Ne§. zydenue cpencts 3amuTsl HHGopmanuu B T1K.

KOMIIBIOTEPax 2
Tema 5.2. Coaepxkanue yueOHOro MaTepuajia 16 OK 01, OK 02,
3ammTa 1. Vrpo3sl uH(bOpManMoHHONW OE30MaCHOCTH B KOMIIBIOTEPHBIX CETAX. 3alluTa 6 OK 05, OK 09,
uHopManum B UH(OPMAILIUU B KOMITBIOTEPHBIX CeTsAX. MeKceTeBble SKpaHbl U MPOKCU-CEPBEPHI. IIK 1.5
KOMIILIOTEPHBIX B Tom uynciie NpaKTHYeCKUX 3aHATHH 2
ceTAx [Ipaktnueckoe 3anstue Ne9. M3ydeHue cpencTB 3amuThl  HHPOPMALUU B 2
KOMIIbIOTEPHBIX CETSIX.
CamocrosiTesbHast padoTa 00y4aroIuXcs
HccnenoBarenbckass pabora «Pa3paboTka KoMIUIEKca Mep IO 3aluTe pabodero 8
MeCTay.
KoncyabTanuun 4
IIpomeskyTouHnas arrectauus B Gopme IK3aMeHa 6

Bcero:

102
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3. YCJIOBHS PEAJIM3ALIMA ITPOTPAMMBI YYEBHOM JUCIATIIMHBI

3.1. [Jas peanu3anmuM NPOrpaMMbl Y4eOHOH JMCHMIUIMHBI [JOJKHBI OBITH
NpeaycMOTPeHbI cJieAyolue creluajbHble NOMelleHUs:

VYuebnas ayauropusi: JlaGopaTopus «BpraucnuTenpHas TEXHUKA, apXUTEKTypa
MEPCOHAIBHOIO KOMIIbIOTEpa U TNepudepuiiHble yCTPOHCTBA. APXHUTEKTYpa BBIYUCIUTEIbHBIX
cucreM. TexHHWYecKHe CpeAcTBa HMHPOpPMATU3ALUK», OCHAIIEHHAs OOOpYJOBaHUEM U
TEXHUYECKUMH CPEJCTBAMU OOYYCHUS: KOMIUICKT y4eOHOW MeOenu (CTONBI, CTYJbs, JTOCKA),
kommbioTep B coope (cucremuniit 6110k (Intel Core 13 3,0 GHz, 8 Gb), monutop Samsung 1920
KK nmm Benq XK, knmaBuarypa, Melb) - 15 mr., komnstotep B coope (cuctemusiii 6ok (Intel
Core i3 3,0 GHz, 8 Gb), monutop Samsung S22C450 XK, xmaBuarypa, Mplimb) - 1 mmr.,
JIOKaJIbHasi KOMITBIOTEPHAsI CETh, KOMMYTATOp - 2 IIIT.

3.2. UndopmannonHoe obecriedeHre peaan3anun NporpaMmmbl

Jns  peann3zauuu  TporpaMMbl B OMONMOTEYHOM (OHAE HWMEIOTCS AJIEKTPOHHBIE
oOpasoBarenbHbIe U MTHHOPMAIIMOHHBIE PECYPCHI, B TOM uHncie pekoMeHaoBaHHbie DYMO, mis
UCIOJIb30BaHUsI B oOpasoBarenbHOM mporuecce. Ilpu dopmupoBanun OubmuoreyHoro Qonaa
YYTEHBI W3/IaHUS, TIPETYCMOTPEHHBIE TPUMEPHON OCHOBHON 00pa3oBaTeIbHON MPOTpaMMOil 10
cneunanbHocTd 09.02.11 «Pa3paboTka u ynpasieHHe IPOrpaMMHBIM 00ECTICYCHUEM .

3.2.1. OcHOBHbIE JIEKTPOHHbIE U31aHMSI

1. OcHOBBI HMH(DOPMAIIMOHHOW 0€30MacHOCTH: HAIEKHOCTh U OE30MacCHOCTh
MpOrpaMMHOTO  oOecriedeHus . ydeOHOoe Toco0ue Il CpeaHero MpodecCHOHATBHOTO
obpazoBanus / O. B. Kazapun, U. b. lllyounckuii. — Mocksa : U3natensctBo HOpaiit, 2024. —
342 c. — (Ilpodeccuonanbroe ob6pazoBanue). — ISBN 978-5-534-10671-8. — Tekcr
AJIIEKTPOHHBIN /! OObpazoBaTenbHas wiardopma Opaiit [caiT]. —
URL: https://urait.ru/bcode/542339

3.2.2. lonoJHUTEIbHbIE HCTOYHUKH:

1. TIpoxopoma, O. B. Hnudopmanumonnas ©6e30macHOCTh W 3aiuTa HHGOPMAIIH
yuebnuk g By3os / O. B. [IpoxopoBa. — 6-e u3z., crep. — Cankr-IlerepOypr : Jlans, 2025. —
124 ¢. — ISBN 978-5-507-52899-8. — Tekct : anekTpoHHBIH // JlaHb : 3JIE€KTpOHHO-
oubanoreunas cucrema. — URL: https://e.lanbook.com/book/462293

3.3. Opranmn3anusi 06pa3oBaTeJbHOIO Mpouecca

3.3.1. TpeOoBaHMsl K YCJIOBHUSAM MPOBeAeHNs] Y4eOHbIX 3aHATHI

VY4uebHas AMCUUIUIMHA C IENbI0 00ECTeYeHHs AOCTYIMHOCTH OOpa30BaHUs, MOBBIIICHUS
€ro KadecTBa MpPU HEOOXOAMMOCTH MOXET OBbITh peain30BaHa C NMPUMEHEHHUEM TEXHOJOTUM
JUCTAHIIMOHHOTO, 3JIEKTPOHHOTO U CMEIIAaHHOTO 00Y4EHUSI.

DOnekTpoHHOe  O0y4eHHMe M JUCTaHIIMOHHBIE  00pa3oBaTelbHBbIE  TEXHOJOTHU
UCTIONIBb3YIOTCS JUISL:

— OpPTraHM3allid CaMOCTOSTEIbHONW PabOThl 00yJaromuxcs (MpeaoCcTaBICHUE MaTepruaIoB
B DJIEKTPOHHON (opme Juisi caMONOATOTOBKH; OOecreyeHHe MOATOTOBKH K MPAKTUYECKUM U
71a00paTOPHBIM 3aHATHUSAM, OpPraHU3aLKs BO3SMOXHOCTH CAMOTECTUPOBAHUS H Jp.);

— MIPOBEJICHUsI KOHCYJbTAIlMl C UCHOJb30BAaHUEM pA3IUYHBIX CPEACTB OHJIANH-
B3aUMOJICUCTBUS (HampuMmep, BeOMHApOB, (OPYMOB, YaTOB) B 3JICKTPOHHO-UH(GOPMAIIMOHHON
oOpazoBatensHOi cpene Kornacckoro punuana ®I'bOY BO «'YMP® umenn agmupana C.O.
MaxkapoBa» U ¢ NpUMEHEHHEM ApPYTrux IIaTopM MU CEPBHCOB MJs OpPraHU3alliyd OHJIAiH-
o0OydeHus;

— OpraHu3alyy TEKYILIEro U MPOMEKYTOYHOTO0 KOHTPOJISI 00yJaromuxcs U JIp.


https://urait.ru/bcode/542339
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CwMmemnianHoe oOyueHue peaan3yeTcs MOCPEICTBOM:

— OpTaHM3aLMU COYETAHUS AyIUTOPHOM paboThl ¢ paboToOl B  3JIEKTPOHHO-
uHpOopMalMOHHON oOpa3oBarenbHOi cpene Kormacckoro ¢ummana ®I'BOY BO «'YMP®D
uMmenn aamupana C.O. MakapoBa» M ¢ NPUMEHEHHEM APYTHX IUIATGOPM U CEPBHCOB IS
OpraHu3aluy OHJIAIH-00yYeHMS;

— PETYJIIPHOTO B3aUMOJICHCTBUS MPENoaaBareis ¢ 00ydaloIMMUCS C HCIOJIb30BAHUEM
TEXHOJIOTHI 3JIEKTPOHHOTO U JUCTAHLIHOHHOTO O0yUEHUs;

— OpraHM3alUU TPYINIOBOKH YueOHOH MAEATENbHOCTH OOYYaloOUIMXCs B 3JICKTPOHHO-
uHpopMalMOHHON oOpa3oBarenbHOi cpene Kormacckoro ¢ummana ®I'BOY BO «'YMP®D
umenn aamupana C.O. MakapoBa» WM ¢ NMPUMEHEHHEM APYTHX IUIaTGOpM M CEPBUCOB IS
OpraHu3aluy OHJIAHH-00yUeHUSI.

OCHOBHBIMU CpEJICTBAMHU, HCIHOJB3YEMBIMU [JISl pEaTu3alld JaHHBIX TEXHOJIOTHH,
SIBIISIFOTCS: CHCTEMBI JUCTAHIIMOHHOTO OOYUYEHHsI, CUCTEMbl OpraHU3allii BUICOKOH(EPEHIIHH,
3EKTPOHHO-OMOINOTEYHbIE CUCTEMBI, 00pa30BaTeNbHbIE CAUThI U MOPTAJIbl, COIIMAIbHBIE CETU U
MECEHKEPHI U T.JI.

3.3.2. TpeOoBaHMsl K YCJIOBUSAM KOHCYJIbTAMOHHOW MOMOIIH 00YyYAO UM CS

@®opMbI TPOBEACHUS KOHCYJIBTAIMA: TPYNIIOBBIC M UHANBHTyalIbHbIE.

3.3.3. TpeOoBaHusi K YCJOBUSIM OPraHM3allUd BHEAYAUTOPHON JAeSITEJIbHOCTH
00y4YarIMuXCcs

Peanuzarust yaeOHOM AUCITUTUIMHBI 00€CTIEUNBACTCS TOCTYIIOM Ka)J0T0 00y4aroImerocs
K 3JIEKTPOHHO-MH(POPMALMOHHOM oOpazoBarenbHOl cpeae Kormacckoro ¢umimana ®I'BOY BO
«T'YMP® umenu aamupana C.O. MakapoBa» u O0ubamnorednomy (OHIY, YKOMIUIEKTOBAHHOMY
AJIEKTPOHHBIMU YU€OHBIMHU U3/IaHUSMH.

Bo Bpems camocTosTENbHON MOATOTOBKU OOydaromuecs o0ecrneunBaroTCcsl TOCTYIIOM K
cetu MHTepHer.

JlocTym K 37eKTpOHHO-UH(POPMAIIMOHHONW 00pa3oBatenbHOU cpeae Kormacckoro ¢ummana
OI'BOY BO «'YMP® umenu agmupana C.0. MakapoBa» u 0ubimnoTednomy (HhoHIY, BO3MOXKEH
¢ J000ro KOMIIbIOTEpa, MOJKIOUEHHOro K cetu MutepHer. Jlns jgocTtyma K yKa3aHHBIM
pecypcam Ha Teppuropun Kornacckoro ¢punmnana ®I'bOY BO «'YMP® umenu agmupana C.O.
MaxkapoBa»  oOyuwaromguecss  MOTYyT  O€CIIaTHO  BOCHOJB30BaThCS  KOMIIBIOTEPAMH,
YCTAHOBJICHHBIMH B OMOIMOTEKE UM KOMIBIOTEPHBIMH KJIaccaMu (BO BHEYyYeOHOE BpeMs).

3.4. KaapoBoe obecnneueHue 00pa3oBaTeIbHOr0 Mpouecca

Kanudukamuss nemarornyecknx padoTHukoB Kotmacckoro ¢ummana OI'BOY BO
«'YMP® umenn anmupana C.O. MakapoBay, y4acTBYIOLIMX B pealu3aluu o0pa3oBaTeIbHOM
IpPOrpaMMBbl, a TaKXKe JIUI, MPUBJICKAEMbIX K pealu3alud 00pa30BaTeIbHOW MpPOrpaMMbl Ha
JIPYTHUX YCIIOBHUSX, B TOM YHUCIIC M3 YUCIA pyKoBoauTene u pabotauko KoTimacckoro ¢guimana
OI'bOY BO «I'YMP® umenu anmupana C.O. MakapoBa» M HHBIX OpraHu3alui, JOJHDKHA
OTBE€YaTh  KBAIM(PHUKALIMOHHBIM  TpeOOBAaHUSAM,  yKa3aHHBIM B  KBaJU(HUKAIIMOHHBIX
cripaBouHMKax, ¥ B npodeccuonanbHoM 06.001 «[Iporpammuct». Ilenarorudeckue pabOTHUKH,
NpHUBJIICKAaEMbIE K  peaju3alid  [pPOrpaMMBbl, JIOJDKHBI — TONy4YaTh  JOMOJHHUTEIHHOE
npodecCHoHAIbHOE 00pa30BaHKE MO MPOTpaMMaM TMOBBIIIEHUS KBaTUUKAIIMU He pexe | pa3a B
3 rona.
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4. KOHTPO.Ib U OLIEHKA PE3YJIbTATOB OCBOEHMUSI
YYEBHOM JUCLHUILINHEI

PesynbTaTsl 00yyeHus

Kpurepun onenkn

MeToabl OEHKH

3HaTh.

- HalMOHAJILHOU Hu
MEKTYHapOAHOMI CUCTEMBEI
CTaHJAPTHU3AIUU U CePTUPUKALINUN
U cucTeMy oOecIieueHHus KavyecTBa

IPOJLYKLIH;
- TEePMHHOJOTMSI M  METOJbI
pEe3epBHOTO KOMTUPOBAHUS,

BOCCTaHOBJICHHE HH(pOpManu B
UH(POPMALIMOHHOM CUCTEME;

- TpeOoBaHUA K 0€30MaCHOCTH
cepBepa 06a3bl JaAHHBIX.

YMeTh:

- OCyH.I@CTBJI}ITB TCXHUYECCKOC
COTIPOBOXJCHUE, COXpaHCHHE U
BOCCTAHOBJICHHC 63.351 JaHHBIX

WH()OPMAITMOHHON CHCTEMBI;
- COCTaBJIATH IIJIaHBI PE3CPBHOIO
KOTIMPOBAHUS;

- OIIpEACIIATh WHTEpBAI
pPEe3epBHOTO KOMMUPOBAHMUS;

- ¢opmupoBath TpebOBaHUA K
KOH(Urypauuu JIOKaJIbHBIX
KOMIIBIOTEPHBIX ceren u
CEPBEPHOTO o0opyI0oBaHUA,

HeoOXxonuMmble Uit paboThl  Ga3
JAHHBIX W CEpBEPOB B paMKax
MMOCTaBJICHHON 3a1a4H;

- pa3pabaTbIBaTh HOJIUTHKY
6e3omacuoct SQL cepBepa, 6a3bl
JAHHBIX W OT/AENBHBIX OOBEKTOB
0a3bl JaHHBIX.

«OTnMYHO» - TEopeTHYecKoe
CoZiep)KaHue Kypca OCBOEHO
MOJTHOCTBIO, 0e3  mpo0eoB,
yMeHus1 Cc(HOPMHUpPOBAHBI, BCE

MPelyCMOTPEHHbIE MTPOTPAMMOI
yLI€6HbIe 3aJaHus1 BBIIIOJIHCHBI,
KauecTBO WX  BBINIOJIHEHUS
OLIEHEHO BBICOKO.

«Xopouo» -
coJiepyKaHue

TEOPETUYECKOe
Kypca OCBOEHO
MOJTHOCTBIO, 0e3  mpoOeoB,
HEKOTOpbIe YMEHHUS
chOpMHUPOBaHBl HEIOCTATOYHO,
BCE PEeyCMOTPEHHBIE
porpaMMoi ydeOHbIC 3aJaHus
BBHITIOJTHEHBI, HEKOTOPHIC BUIBI
3aJaHuN BBIITOJTHEHE] C
OILTMOKaMHU.

«Y 1OBIIETBOPUTETHHOY -
TEOpEeTUYECKOe CoJIepKaHHe
Kypca OCBOEHO 4YacTHYHO, HO
poOEeITbI HE HOCSIT
CYLIECTBEHHOT'O Xapakrepa,
HE00X0AMMBbIE YMEHUS paboTHI ¢
OCBOGHHBIM  MaTepHajoM B
OCHOBHOM c(OpMHPOBAHBI,
OO0JIBIIMHCTBO
MPEYyCMOTPEHHBIX MPOTPaAMMOI
oOydyeHUs1 y4eOHBIX 3aJaHUi
BBIIIOJIHEHO,  HEKOTOphIE U3
BBITIOJTHEHHBIX 3aJaHui
COJIEpKaT OLTHOKH.
«HeynoBneTBopuTEIBbHO -
TEOpEeTUYECKOe coJiepKaHue
Kypca HE OCBOEHO,
HEOOXOAMMBIE ~ yMEHHUS  He
c(OpMUPOBAHBI, BBINOJIHEHHbBIE
yueOHbIe 3aJaHus  COJAEp)KaT
rpyOBIC OITHOKHU.

Tekymuii KOHTPOJIb
dopme

B

9KCIIEPTHOTO

HAOJIFOAEHUS M OLIEHKHU

pe3yabTaToB
JOCTHKEHUS
KOMIIETCHIINH
y4eOHBIX 3aHATHSIX.
IIpomexyrounas
aTrectamus B popme:
IK3aMEH.

Ha
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®eepanbHOe ATEHTCTBO MOPCKOI0 H PEYHOI0 TPAHCIIOPTA
DenepaibHOE TOCYAAPCTBEHHOE OKIZKETHOE 00pa30BaTe/ibHOE YUpeKIeHne
BbICIIEr0 00Pa30BaAHUA

«l'ocynapcTBeHHBIN YHHBEPCHUTET MOPCKOI0 M pe4yHoro ¢g.iora
umenu aamupasa C.0O. Makaposay

Koraacckuii puauan ®I'bOY BO «I'YMP® umenn agmupanaa C.0. Makaposay

KOMIIVIEKT KOHTPOJIbHO-OIIEHOYHBIX CPEACTB
O YYEFHOM JUCIUATIJIMHE

«OI1.05 OCHOBBI ”THOOPMAIIMOHHOM BE3OITACHOCTH»
ITPOI'PAMMBI TIOATI'OTOBKHU CHEIUAJINCTOB CPEJHEI'O 3BEHA

MO0 CIeHATBHOCTH
09.02.11 Pa3paboTka u ynpasjeHHue IpOrpaMMHBIM 00ECTIEYeHUEM

KBAJTMPUKALMS
HpOrpaMMHUCT

r. Kotraac
2025



COI'JIACOBAHA VTBEPKIEHA
3aMecTHTENb QUPEKTOPA 110 yYEOHO- ' op ¢puimana
METOIMYeCKOH paboTe hunuaia ;

OB lﬂ'épmﬂa

H.E. I'nanennesa ool e il S £ 05
o _-3&/:( 41 PSS £4
29 of 2025 L g
OJOBPEHA

Ha 3acenaHuu HHKJ’[OBOﬁ KOMHCCHH
MH()OPMAIMOHHBIX TEXHOIOTHIt
I[Iporokon ot /5 . 052077 Ne 7

[Ipencenarens aﬁf J.B. XXuramos

COI'JTACOBAHA
3aMeCTUTeNb HaYaJJbHUKA OTeIa KOHTPOJIS
BBITIOTHEHUA TEXHOJIOTUYECKUX TPOLIECCOB U
MHOOPMALMOHHBIX TEXHOJIOIHH YIIpaBieHus
DenepanbHON HAJIOrOBOH CIIyKOBI 110
Apxanrenscko# obnactu u Hemenkomy

4aBTOHO /}IOMY OKPYTY
4
: M.A. KanpHEHKOB

e
JI - aF 2045

PA3PABOTYMHK:

Kybpakos Cepreii Iletposuu — mpenoaBarens KOTiacckoro pe4sHoro yUuIuiia — CTpyKTYPHOTO
nonpasnenenus Kotnacckoro ¢mmana ®I'BOY BO «I'YMP® wumenn ammupana C.O.
MakapoBa»

KoMIinekT KOHTpONbHO-OIEHOYHBIX cpeficTB yueOHoM mucnmmmuabl OI1.05 «OcHOBEI
UHOpPMALMOHHON  Ge30macHOCTH»  paspaboTaH B COOTBETCTBUM ¢ (DenepanbHbIM
roCyAapCTBEHHBIM 00pa3oBaTEIbHBIM CTAHAAPTOM CPeJHEro mpod)ecCHOoHaIBHOrO 06pa3oBaHus,
YTBEPXKAECHHBIM IpuKazoM MunuctepcTBa mpocBemnenus Poccuiickoit ®Denmepamuu ot
24.02.2025 Ne 138 (3aperucrpupoBan MunucTepcTBoM kocTunuu Poccuiickoit Penepanmu
31.03.2025, perucrpanuonneii Ne 81696) mo cmemmansHoctd 09.02.11 «Paspaborka u
YOpaBJICHHE MPOrpaMMHBIM obecnedeHuem», npodeccuoHanseM  crasgaprom  06.001
«IIporpaMMucT», yTBepXKAEHHBIM INPHKAa30M MHHHCTEPCTBA TPyAa M COLMAILHONW 3aIlUTEI
Poccuiickoit @eneparuu ot 20.07.2022 Ne  424m (3aperucTpupoBaH MHUHHCTEPCTBOM
toctuil  Poccuiickoit ®emepauum 22.08.2022, peructpanmonssiii Ne 69720), paboueii
IporpaMMbl Y9eOHOM JUCITUITITHHEIL.
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COJEP)KAHUE
MMACIIOPT KOMILIEKTA KOHTPOJIbHO-OLIEHOYHBIX CPEJICTB

KOAUP®UKATOP ONEHOYHBIX CPEACTB

CUCTEMA OIIEHKHA OBPA3OBATEJBHBIX JIOCTUKEHUI
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1. MIACHHOPT KOMIIVIEKTA KOHTPOJIbHO-OUEHOYHbIX CPEICTB

«OI1.05 OCHOBBI HTH®GOPMAIIMOHHOM BE3OITACHOCTW»

1.1. Ob6aacTh NpUMeHEeHHsI KOHTPOJIbHO-OIEHOYHBIX CPeICTB
KoHTpo1bHO-01IEHOUHBIE

O YYEFHOM JUCIHUATIIUNHE

cpenctBa  (KOC)

SBJIAOTCA

HOPMAaTUBHO-

METOJIMYECKOTO OOECIICUYEHHsI CHCTEMBI OIICHMBAHUS KadyeCTBa OCBOCHHS OOyJaroNIMMUCS
mporpaMMbl  TTOATOTOBKH CIIEIUATUCTOB cpeaHero 3BeHa 1o crnenuanbHoctn 09.02.11
«Pa3paboTka M ympaBieHHE NPOTpaMMHBIM oOecreueHHeM» M 00eCHeunBaIOT MOBBIIICHHE
Ka4yecTBa 00pa30BaTEILHOTO MpoIecca.

KOC no y4eOHOW NUCHMIUIMHE MPEACTaBIIET cO00l COBOKYIMHOCTh KOHTPOJIHPYIOLIHX

MaTepHaloB,

YCTAHOBJICHHBIX PE3Y/IbTaTOB O0yUECHHS.
KOC mno yueOHON AMCHMIUIMHE HCIOIB3YETCS TMPHU MPOBEACHHH TEKYIIETO0 KOHTPOJIS

nNpe€aAHa3HAuYCHHBIX JIA HU3MEPCHHUA YPOBHA  JOCTHIKCHHA O6yanOH_II/IMC$I

YCIIEBAEMOCTH M MIPOMEKYTOYHON aTTeCTallui 00YdJaoIUXCsl B BUJIE DK3aMEHa.

1.2. Pe3yabTaThl 0CBOEHHs Y4eOHOM JUCIUIJIMHBI, NOJIeKalNe PoBepKe

Koz OK,
K

YMmenus

3Hauuns

OK 01,
OK 02,
OK 05,
OK 09,
IIK 1.5

Vi- OCYIIIECTBIIATh TEXHUUECKOE
COTIPOBOXKCHHE, COXpaHCHHE u
BOCCTAHOBJICHHE 6a3bl JAHHBIX
WH(OPMAIIMOHHON CUCTEMBI,
V2-  cocTaBisTh  IUIAHBI
KOMTUPOBAHUS;

V3- onpenenars HHTEPBAI PE3EPBHOIO
KOMTUPOBAHUS;

V4- dbopMHUpOBaTH TpeOoBaHUs K
KOH(UTYpAIHH JTOKAITBHBIX KOMITBIOTEPHBIX
ceTeii M cepBepHOro  0OOOpyIOBaHUS,
HeoOXoauMble Uil paboThl 0a3 AaHHBIX U
CEpBEPOB B paMKax MOCTaBJICHHON 3a]1a4H;
V5- pa3pabarbIBaTh MOJIUTUKY
6e3onmacHoct SQL cepBepa, 6a3bl JTaHHBIX
U OTJICJIbHBIX 00BEKTOB 0a3bl JAHHBIX

pE3epBHOTO

31- HalMOHAJIILHOU u
MEXKTYHapOAHOMN CHUCTEMBI
CTaHJApTHU3AIMKA U CepTUDUKAITIN
U CHUCTEMY OOeclieueHusl KauecTBa
IPOJYKLINH;

32- TEpMHHOJOTUS U METOMAbI
pe3epBHOTO KOIMPOBAHUS,
BOCCTaHOBJICHHE HWH(MOpManuu B
WH(pOPMAIMOHHON CHCTEME;

33- TpeboBanusi Kk Oe30macHOCTH
cepBepa 0a3bl TaHHBIX

OcBoeHue
00y4aromuMHUCS IIETICBBIX OPHEHTUPOB

colepkaHus  y4eOHOU

BOCIIUTAaHHUA.

JUCLUIUIAHBI
BOCIIUTaHHUA B coorBerctBuM ¢ [Iporpammon

oOecrieunBaer

2. KOAJUP®PUKATOP OINEHOYHBIX CPEJACTB

O YHKIIMOHATBHBIN MPU3HAK
OLICHOYHOI'O CPEJICTBA (THII
KOHTPOJILHOT'O 3a/TaHH )

Meton/popma KOHTPOIIS

CobecenoBanue

Y CTHBIN OIIPOC, K3aMEH

IOCTHKEHHUE
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ITpakTueckue 3ananus [IpakTrueckue 3aHATHS

Tecrt, TeCTOBOE 3a/1aHHE TectupoBaHue, SK3aMeH

3. CHCTEMA OIIEHKHU OBPA3OBATEJBHBIX TOCTUXKXEHUN OB YYAIOIIAXCSI
1O KA KAOMY OHEHOYHOMY CPEACTBY

OneHka WHAMBHYyaTbHBIX 00Pa30BaTENbHBIX TOCTH)KEHUH 110 pe3yabTaTaM TEKYIIETo
KOHTPOJIA YCIICBACMOCTH U HpOMG)KyTO‘IHOfI aTTeCTalluu MPOU3BOAUTCA B COOTBCTCTBHU C
WBEpCaTLHON KoM (TabsnIa).

[poreHT KadecTBeHHast OIleCHKAa WHAMBHYyaTbHBIX 00pa30BaTCIBHBIX
PE3yNbTaTUBHOCTH JOCTHKEHUN
(TpaBWIIHHBIX OTBETOB) Oayut (0OTMETKA) BepOaTbHBIN aHaIoT
90 - 100 5 OTIUYHO
80 - 89 4 XOpOIIIO
70-79 3 YIOBJIETBOPUTEIHHO
menHee 70 2 HEYJIOBJICTBOPUTEIHHO

KpuTtepuu orieHKH OTBETOB B X0J1€ YCTHOT'O OIpoca

OneHuBaeTcs MpaBUILHOCTh OTBETAa 00YYAIOIIErocs Ha OJUH U3 IPUBEIECHHBIX
BONPOCOB. [Ipy 3TOM BBICTaBISAIOTCS CIEAYIOIINE OLICHKH:

«OTIUYHO» BBICTABIISIETCS IPU COOIOICHUH CIEAYIOINX YCIOBUM:
- TIOJIHO pacKpbUI cojAepXkaHHe MaTepuaga B o00beMe, MPeAyCMOTPEHHOM IPOTrpaMMOH,
CoJIep>KaHUEM JIEKIIMH U y4eOHUKOM;
- M3JI0KHWJI MaTepHhall FPaMOTHBIM $I3bIKOM B OIpPENIEICHHON JOTMYEeCKON MOCIeI0BaTEIbHOCTH,
TOYHO KCIONb3Ys CHEUATU3UPOBAHHYIO TEPMUHOJIOTHIO U CUMBOJIUKY;
- MOKa3ajJl yMEHHE WILUTIOCTPUPOBATh TEOPETUUYECKUE MOJIOKEHUS KOHKPETHBIMU IMPUMEpaMH,
MPUMEHSTh UX B HOBOM CUTYallUU NP BHIIOJHEHUU MPAKTUUECKOTO 3aJaHus;
- MPOJEMOHCTPUPOBA  YCBOCHHE paHEEe M3YYCHHBIX  COIMYTCTBYIOLIUX  BOMPOCOB,
c(OpPMHUPOBAHHOCTH M YCTOWYMBOCTH UCIIOJIb3YEMBIX TIPU OTBETE YMEHHI U HABHIKOB;
- OTBEYAJ CAMOCTOSITETTFHO 0€3 HABOSIIIMX BOIIPOCOB MpernoaaBareis. Bo3MoKHBI 01HA-IBE
HETOYHOCTHU MPU OCBEIIEHUH BTOPOCTENIEHHBIX BOMPOCOB MJIM B BBIKJIAJKAX, KOTOPHIE
oOyJaronuiics JIETKO UCTIPABUJI 110 3aMEYaHHIO TPENo1aBaTesl.
«XOpOIIIOY» - OTBET YAOBIETBOPSET B OCHOBHOM TPEOOBAHUSM Ha OIEHKY «5», HO TIPH
9TOM MMEET OJIUH U3 HEJOCTATKOB:
- B U3JIOKEHUU JONyUIeHbl HeOoblIne MpoOenbl, HE HCKa3WBLIME JIOTUYECKOTO U
MH(OPMALIMOHHOTO COJIEP’KaHUsl OTBETA;
- JIONMYIIEHbl OJWH-IBAa HEJOYeTa TMpPU OCBEIIEHWH OCHOBHOTO COJEpXaHHUs OTBETa,
UCIIPaBJIEHHBIE 110 3aMEYaHUIO TPETIOaBaATEIS;
- JOMYIIEHbI OlMOKa WK OoJiee IBYX HEIOUETOB MPU OCBEIIEHWH BTOPOCTEIEHHBIX BOIIPOCOB
WJIU B BBIKJIAJKAX, JIETKO UCIIPABICHHBIC 110 3aMEUAHUIO MPETogaBaTes.
«Y IOBJIETBOPUTEIHLHOY BBICTABIISETCS MPU COOITIOACHUH CICIYIOIINX YCIOBHIA:

- HEMOJIHO WJIM HEeIMOCJeN0BaTeIbHO PACKPBITO COJAEp)KaHHWE MaTepHala, HO MOKa3aHo ooliee
MOHUMAaHUE BONPOCa W TMPOJEMOHCTPUPOBAHBI YMEHHUS, JOCTATOYHBIC JUIsl JIajJbHEUIIEro
YCBOGHHUS TMPOTPAMMHOIO MaTepuana, WMENHNCh 3aTPYAHCHUS WU JOMYIICHBl OIIMOKUA B
ONpEe/IeTICHUN TOHATHH, HUCIOJIH30BAHUM TEPMUHOJIOTMU M BBIKJIAJKaX, MUCIPABICHHBIE MOCIE
HECKOJbKMX HaBOSLIUX BOIPOCOB MPENogaBaTes;
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- 00ydJaromuiicsi He CIpaBWIICS C TMPUMCHCHHEM TEOPHH B HOBOW CHUTYallMW MPH BBITOJHEHHUU
NPaKTUYECKOTO 3a/IaHMsl, HO BBIITOJIHIII 3a/IaHKs 0053aTEIILHOTO YPOBHS CIIOKHOCTH IO JaHHOM
TEME;
- TpU 3HAHWHM TEOPETHUYECKOr0 MaTepuaina BbBISBIEHA HEI0CTaTOYHAs C(HOPMUPOBAHHOCTH
OCHOBHBIX YMEHHUIA U HABBIKOB.

«HeynoBneTBOPUTENHHO» BBICTABISICTCS PU COOJTIOICHUH CIICTYIOIINUX YCIOBHIA:
- HE PaCKpPbITO OCHOBHOE COJIepKaHKie yueOHOro MaTepuana;
- 00HApY)KEHO HE3HAHWE WM HEMOHMMaHWEe oOydaromumcst Ooiblleld Win Hauboliee BaKHON
YacTu y4eOHOr0 MaTepHaa,
- JIOTIYIICHBI OIIMOKN B OIpPENCICHUH MOHSTHH, MPU HCIOIb30BAHUH TEPMHHOJIOTHH M WHBIX
BBIKJIaJIKaX, KOTOPbIC HE MCIPABJICHBI ITOCIIE HECKOJIBKIX HABOISIIUX BOIIPOCOB MPETIOaBaATEIIS;
- oOywaromuiicss OOHApYXWJI TIOJHOE€ HE3HAaHWE ¥ HEMOHWMAaHHE H3y4aeMoro y4eOHOTO
Marepuaja Wil He CMOT OTBETUTh HHM Ha OJWH M3 TIOCTABICHHBIX BOIPOCOB IO H3y4aeMOMY
MaTepuany.

KpuTepuu o11eHKH BBIOJIHEHHOTO MPAKTUYECKOTO 3a/1aHus

Omenka 5 craBUTCS 3a pabOTY, BBINOJIHEHHYIO TIOJTHOCTHIO 0€3 OIMO0K M HE0UETOB.

Ornenka 4 craButcs 3a pabOTy, BBHIOJHEHHYIO TOJHOCTHIO, HO MPU HAJIWMYUU B HEH HE
0onee ogHOM HETpyOOii OMIMOKK U OJTHOTO HEOUETa, HEe OoJiee TPEX HEAOUYETOB.

Onenka 3 crtaBUTCA, €ciaM OOYYalOIIMKCS NPABUIIBHO BBHIMOJHWI HE MeHee 2/3 Bcei
paboThl WM omycTui He Gosiee 0HOW rpyOoil OmMOKH M JABYX HEJOYETOB, HE Oosee OJHOM
rpyooii u omHOUW He TpyOoH omuOku, He Oojiee TPEX HETpyObIX OMIMOOK, OAHOW HErpyOoi
OImMOKHU M TPEX HEAOUYETOB, MPU HATUIMH YETHIPEX-TIATH HEOUETOB.

Onenka 2 cTaBUTCS, €CJIM YHUCIO OMIMOOK U HET0YETOB MPEBBICUIIO HOPMY JIJISl OLICHKH 3
WJIU TIPABWJIHHO BBITTOJTHEHO MeHee 2/3 Bceil paOoThI.

Onenka 1 ctaBUTCs, €clT 00YYAIONTUHCS COBCEM HE BBITTOJIHIII HA OJHOTO 3a/IaHMUS.

KpuTepuu o11eHKH BBIOJIHEHHOTO TECTOBOTO 3a/1aHuUs
PesynpTar aTTecTallMOHHOTO TEAarOTHYECKOTO0 W3MEPEHHs M0 y4eOHOW IHUCHUTIINHE
OcHoBbl MH(MDOPMAIIMOHHOW OE30MACHOCTH IS Ka)XJA0ro OOydaromerocs MpeacTaBiseT coOou
CyMMYy 3a4T€HHBIX TECTOBbIX 3aJaHUM 10 BCEMY TECTy. 3auT€HHOE TECTOBOE 3aJlaHue
COOTBETCTBYET OJJHOMY Oasuty.
Kpureprem ocBoeHHS y4eOHOU TUCIUIUIMHBI ISl 00YYAIOMIETOCs SBIISETCS KOJTHYECTBO
IIPABWJIbHO BBIIIOJIHEHHBIX 3aaHuil TecTa He MeHee 70 %.
Jlns  oneHKHM pe3yiabTaTOB TECTUPOBAaHUS IMPEIyCMOTpPEHa CJeAylolas CcHcTeMa
OLICHUBAaHMSI 00Pa30BaTENbHBIX JOCTHKEHUI 00yJarommXCs:
- 3a KaXIbli MPAaBWIbHBIN OTBET cTaBUTCS 1 Ga;
- 3a HEMpPaBWJIBHBINA OTBET - () 6aIoB.
TecToBBIE OIIEHKH MOXXHO COOTHECTH C OOIICTIPUHATOW MSTHOAIILHON CHCTEMOM.
O1ieHUBaHUE OCYIIECTBIISAETCS MO CICAYIONIEH CXeMeE:

[Tponent KauecTBeHHas olleHKa WHIUBUIYATBHBIX 00pa30BaTEIbHBIX
Pe3yIbTaTUBHOCTH JIOCTYOKEHUH
(MpaBUIIBHBIX OTBETOB) 6asu1 (oTMeTKa) BepOAJIbHBIN aHAJIOT
90 - 100 5 OTJIUYHO
80 - 89 4 XOPOIIO
70-79 3 YIIOBJIETBOPUTEILHO
Menee 70 2 HEYJOBJIETBOPUTEIIHHO
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Kpurepnu olleHKH B X0J€ DK3aMeHa

OTBEeT OIIGHWBAaETCS HA  «OTIMYHO», ©€CIOU  OOYYAIOIIMICS  HCYEPIBIBAOIIE,
MOCIIE0BATEIHHO, TPAMOTHO U JIOTHYECKU CTPOMHO M3JIaraeT MaTepual o BorpocaM OuieTa, He
3aTPyJHSETCS C OTBETOM TPU BUJIOM3MEHEHHH 3a/IaHus, CBOOOJHO CIPABISETCS C pPEIICHHEM
MPAKTUYECKHX 3a71a4 U ClIocoOeH 000CHOBATh MPHUHSTHIE PEIICHHUS, HE JTOMYCKAeT OIMUOOK.

OTBeT OIEHMBACTCS Ha «XOPOIIO», €CIU OOYYaIOUIMIICS TBEPAO 3HAET MPOTPAMMHBII
MaTepuai, TPaMOTHO H IO CYIIECTBY €ro M3Jiaraert, He JOMYCKAeT CYIIECTBEHHBIX HETOYHOCTEH
IpU OTBETAaX, YMEET TI'PaMOTHO TMPUMEHSATh TEOPETUYCCKUE 3HAHWs Ha MPAKTHUKE, a TaKke
BJIaJIeeT HEOOXOIUMBIMU HaBbIKAMH PEIICHHS MPAKTHICCKUX 3a]1a4.

OTBeT OLIEHWBAETCS Ha «YyJOBJICTBOPUTEIHHO», €CIU OOYYAIOIIMICS OCBOHII TOJBKO
OCHOBHOHM MaTepuaj, OJIHAKO HE 3HAeT OTICNIBHBIX JETaJCH, JONMycKaeT HETOYHOCTH |
HEKOPPEKTHBIC (OPMYIUPOBKH, HApyIIAeT IOCICIOBATEILHOCTh B HM3JIOKCHHH MaTepualia u
UCTIBITHIBACT 3aTPYAHEHUS MIPH BBHITIOJIHEHUU MPAKTUYECKUX 3aTaHUH.

OTBET OIICHWBACTCS Ha «HEYJOBJICTBOPUTEIILHO», €CIM OOYYaIOIIUHCA HE PacKpbLI
OCHOBHOE COJIep’)KaHHWE MaTepuana, JOMYCKaeT CYIIECTBEHHbIE OIMMOKH, C OONbIIUMU
3aTPYJHCHUSAMH BBITOJHICT MIPAKTUICCKHE 3a/TaHH.

4. BAHK KOMIIETEHTHOCTHO-OHEHOYHBIX MATEPHUAJIOB /IUIs1 OHEHKH
YCBOEHHW A YYEBHOW JUCITATIIUHBI

4.1 Tekymuuii KOHTPOJIb

4.1.1. IIPAKTUYECKAA PABOTA

KommekT omnenounsix 3amanuii Nel mo Pazgeny 2. IlporpamMMHO-TEXHHMUYECKHE CpEICTBa
obecrieyenus uHpopMannoHHON Oe3omacHoctH, Teme 2.1. CpenctBa ympaBieHHsS IOCTYIIOM
(AynuTopHasi camocTosITeIbHast paboTa).

HasBanue: M3ydeHue cpeacTB ylnpaBiIeHUs JOCTYIIOM.

3aganue:

1. U3yuute cpencTBa pabOThI C YUETHBIMHU 3aITUCSMU TTOJTH30BaTEIICH.

2. N3yunte cpeacTBa pa3rpaHUUCHUs TOCTYIIA MOJIb30BaTeNel K (ailiaMm u mamkam.

3. U3yuuTe nmporpaMMHBbIE CPEACTBA JIJII TEHEPUPOBAHUS U XPAaHEHUS TAPOJICH.

Kommuiekt oneHounsix 3amanuit Ne2 mo Pazmeny 2. [IporpaMMHO-TEXHMYECKHE CpPEICTBA
obecrieuenuss wHGOPMAMOHHONW Oe3zomacHocTH, Teme 2.2. Kpunrorpaduueckue cpeacrtpa
3anThl HHGopMalu (AyAUTOpHAs: cCaMOCTOSITENbHAs padoTa).

Haspanue: 3yuenne MeToA0B CHMMETPUYHOTO IMTH(POBAHUS.

3ananue:

1. OcymectBute muUdpOBaHUE YKA3aHHOTO TEKCTa METOJaMM: IIPOCTOM IEepPEeCTaHOBKH,
NEPEeCTaHOBKY 10 MapuipyTy, mudpom Llesaps.

2. OcymiecTBUTE pacuMppoBaHue YKa3aHHOTO TEKCTa 3alu(ppoBaHHOTO MeToI0oM Brkunepa.

3.  OcymecTtBuTe pacuiMppoBaHue yKa3aHHOTO TEKCTa 3alIM(PpPOBAHHOTO  METOAO0M
raMMHpPOBaHUSI.

Kommekt omnenounsix 3amanuii Ne3 mo Pazgeny 2. IlporpamMMHO-TEXHMUYECKHE CpEICTBA
oOecrieyuenus uHpopMannoHHO Oe3omacHoctH, Teme 2.2. Kpunrorpaduyeckue cpenctna
3amuThl HHGoOpMaruu (AyIUTOpHAs CaMOCTOsITEIbHAs paboTa).

HasBanwue: M3yueHune nporpaMMHBIX CpeACTB MUGPOBAHUS HH(DOPMALIUH.
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3aganue:

1. U3yunre ctangaptrbeie cpeactsa mudposanus OC.

2. V3yunte BO3MOXHOCTH CPEACTB MU(POBAHUS TPOrPAMM-apXUBAaTOPOB.

3. U3yunrte BO3MOKHOCTH CIIEHUATHU3UPOBAHHBIX IPOrpamMM sl IU(PPOBaHUS TaHHBIX.
4. U3yunTte cpencTBa co3aHus U MPOBEPKU KOHTPOJIBHBIX CYMM.

Kommiexkr onenounbix 3amanuii Ned mo Pasnmeny 2. IIporpaMMHO-TEXHHUYECKHE CpPEICTBa
obecrieuenust nHPpopManMoOHHOM Oe3omacHocTH, Teme 2.3. CpencTBa 3aIUTHl OT BPEAOHOCHBIX
nporpamm (AyIuTopHas caMOCTOATENIbHAs padoTa).

Ha3zpanue: M3y4yenne paboThl aHTUBUPYCHON TPOTPAMMBI.

3aganue:

1. 3yunTe BO3MOXKHOCTH BCTPOECHHOTO CpeicTBa aHTUBHUPYCHOM 3amutel OC Windows.

2. M3yuute BO3MOKHOCTH aHTUBUpYCHO# yrrutel Dr.Web Curelt.

3. OcylecTBUTEe HHCTAIUISIIMIO M HACTPOHUKY aHTUBUPYCHOM MPOTPAMMBI M €€ BO3MOKHOCTH.

Kommiekr onenounbix 3amanuii Ne5 mo Pasnmeny 2. IIporpaMMHO-TEXHHYECKHE CpPEICTBa
obecrieuenust nHPopManMoHHoi OGe3omacHocTH, Teme 2. CpencTBa pe3epBHOIO KOIMUPOBAHUS
(AynuTopHas caMOCTOsATENbHas paboTa).

Hassanue: M3ydueHue cpeacTB pe3epBHOrO KOIMMUPOBAHUS.

3agaHue:

1. M3yunte BO3MOKHOCTH CTaHJAPTHBIX CPEJICTB pe3epBHOro konuposanus OC.

2. V3yunTe BO3MOKHOCTH CIIELIMATIU3UPOBAHHBIX CPEJICTB PE3EPBHOIO KOITMPOBAHUS.

3. VI3yunTe OCHOBHBIE METO/IbI PE3EPBHOTO KOMMPOBAHUS: TIOJHOE, TU(PepeHIInaIbHOE,
MHKPEMEHTAIIBHOE.

KommiekT onenouHbIx 3amanuii Ne6 mo Pazgeny 4. Oprann3aiimoOHHO-TEXHUYECKUE U PEKIUMHBIC
MeToabl obecnieueHus: nHpopMannoHHOH Oe3omacHoctH, Teme 4.1. IlpouenypHblii ypoBeHb
nHpopManmoHHOM O0e30macHoCTH (AyIUTOpPHAS CaMOCTOSATENIbHAs paboTa).

Ha3zpanue: Opranu3zanus pU3HUecKoi 3alIUThI U O IepKaHus paboTOCIIOCOOHOCTH.

3aganue: CoCcTaBUTh NMEPEYEHb CPENICTB 3AIIUTHI CEPBEPHOI:

pa3MelleHye, CUTHAJIM3AlMs, CpeIcTBa BUACOHAOIIOAEHUs, olecreyeHue OecrepeOoiHOro
IUTAHUS, CPEJICTB PE3EPBHOTO KOTTMPOBAHMUSL.

KommiekT onenounbix 3amanuii No7 mo Pazneny 4. Oprann3aiimoHHO-TEXHUYECKUE U PEKHUMHBIC
METOJIBI oOecrieueHus: WHGOPMAIMOHHON Oe3omacHoCcTH, Teme 4.2. AJIMHHHCTpPaTHBHBIN
ypOBEeHb HH(GOPMAITMOHHON 0€301acHOCTH (AyIUTOpHAS CaMOCTOsITeIbHAs paboTa).

Ha3zBanue: AHanu3 MoMuTHKA UH(OPMAIIMOHHON 0€30MacHOCTH.

3aganue: CoOCTaBUTh MOJEIM BO3MOXKHBIX Yrpo3 W Hapymuteneud. I[IpousBectn ananus
MOJINTUKU WH(OPMAITMOHHONW 0€30TTaCHOCTH.
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Kommekr omneHounsix 3amanuii Ne8 mo Pasmeny 5. KommekcHoe oOecrieueHue
uHpopMannoHHON Oe3onmacHoctd,  Teme 5.1. 3ammra wuHbOpMaMM B MNEPCOHATBHBIX
KOMITbIOTEPAX

(AynuTopHasi caMocTosSTeIbHAsA padoTa).

Hassanue: U3yuenue cpeacts 3anmuthl nHGopmanuu B [1K.

3aganue:

[TonGepute KOMIUIEKC CPENCTB U 3alIUTHl MH(pOpPMAIMKU pPadOYero MecTa IOJIb30BATEIN:
pasrpaHuueHusl JO0CTyNa, aHTUBUPYCHOM 3alllUThl, PE3EPBHOTO KOMHMPOBAHUS, HIH(POBAHUA,
OecriepeboitHOCTH TUTaHUS, (PU3UIECKON 3aITUTHI U T.1T.

Kommekr omnenounsix 3amanuii Ne9 mo Pasmeny 5. KommekcHoe oOecrieueHue
uHpopMaMoHHON Oe3omacHocTH, Teme 5.2. 3ammra MHPOPMALKMU B KOMIBIOTEPHBIX CETAX
(AynuTopHasi camocTosITeIbHasE padboTa).

HasBanwue: M3yuenue cpeacTB 3amuThl HHGOpPMALIUK B KOMIBIOTEPHBIX CETSX.

3aganue:

1. M3yuuTe cpeacTBa MEXKCETEBOr0 pa3rpaHUuCHHUS.

2. 3yunte cpeacTBa 3amuThl O€CIIPOBOAHBIX CETEH.

3. Uzyunre cpencrra VPN.

4.1.2. TECTOBBIE 3AJAHUA
KommekT onenounsix 3amanuii Nel mo Pazpeny 1. Yrpossl nunpopMannoHHol 6€30mMacHOCTH,
Teme 1.1. OcHoOBHbBIE yrpo3bl U MPUHIUIB UH(POPMAIIMOHHON Oe30macHOCTH (AyIuTOpHAs
CaMOCTOSITEeIIbHAs paboTa).

1. Cnenudukanus banka tectoBbIX 3amanuii mo Pasgeny 1. Yrpos3sl mHpopMannoHHOMN
6e3onacHocTH, Teme 1.1. OcHOBHBIE YTPO3bI U MPUHIUIIBI HH()OPMAITMOHHON O€30TTaCHOCTH.

2. Conepxxanue banka TeCTOBBIX 3aIaHUI
WNHcTpyKIius: BRIOEpH MPaBMIIBHBIN(E) OTBET(BI).

1. AKTyaqlbHOCTh W  HENPOTHBOPEYMBOCTH  HWHGMOpPMAIMK, €€  3alUIIeHHOCTh  OT
PA3PYIIEHUWS u HECAHKIITMOHUPOBAHHOI'O U3SMEHEHMW I, na3siBaercs ...

- KOH(UIEHITNATEHOCTBIO

+ LEITOCTHOCThIO

- TOCTYITHOCTBIO

2. Bosmoxnocts 3A IIPUEMJIEMOE BPEMS nonyunts TpeOyemyro WH(pOpMaIMOHHYIO
YCIIyTY, Ha3bIBACTCA ...

- KOH(UIEHITUATHEHOCTBIO

- IEJIOCTHOCTHIO

+ OJOCTYIHOCTBIO

3. Bammumennocts uHbopmanuu or HECAHKIIMOHMPOBAHHOI'O JOCTVIIA x HeH,
Ha3bIBacTCH ...

+ KOH(PUIEHITNATEHOCTHIO

- IIEJIOCTHOCTRIO

- TOCTYITHOCTBIO
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4, Yro W3 TEPEUYHMCICHHOTO OTHOCHUTCS K OCHOBHBIM aclekTaMm HWHOOpPMAIMOHHOM
Oe3omacHoCTH?

+ KOH(UIEHITNATEHOCTh

- 3aIIUIIEHHOCTD

+ II€JIOCTHOCTH

+ IOCTYHHOCTh

5. Uro w©3 mepeyucieHHOro OyAeT CUMTaThbCs HECAHKIMOHUPOBAHHBIM JIOCTYIIOM K
nHpopmanuu?

- Top4a MHPOPMALIUHU B pe3yIbTaTe MPOrpaMMHOT0 cO0s

+ moctyn K HH(GOpPMALINH O] TyXKUM JIOTHHOM U T1apoJIeM

+ Kpaka HocuTene nupopmanuu

- OJIOKMpOBaHKE TOCTYIA 3aKOHHBIX MTOJIb30BaTeNeH K MHpOpMannu

6. HecaHKIMOHUPOBAHHBIA JIOCTYN K WHGOPMAIMU BEIST K HAPYIICHUIO, KAaKOTO acIeKTa
nH(GOpPMAIIMOHHOH Oe30macHOCTH?

+ KOHGUIECHITUATEHOCTH

- TOCTYITHOCTHU

- LIEIOCTHOCTH

7. Tlom uckaxxennem uHGOPMAIIMK TTOHUMAIOT ...

- yTpary CBOMCTB KOH(UACHIUAIBHOCTH HH(OpMAIIH

+ mo0oe mpeTHaMepeHHOE WK CITy9aiiHOe U3MEHEHUEe HH(OopMaIun

- IeiCTBHE, B pe3yJbTaTe KOTOPOro HH(pOpMAaIUs iepecTaeT PU3NIECKu CYIIeCTBOBATh

8. Ilox yreukoit uHGOpMAIK MOHUMAIOT ...

+ yTpaTy CBOWCTB KOH(PUIACHIINATLHOCTH HHPOPMAITHHI

- 1000€e MpeTHaMEePeHHOE WK CTy4aiiHOe U3MEHeHHEe HHPOpMaLuu

- ICCTBUE, B PE3y/IbTaTe KOTOPOTo WH(pOPMAIIHS TIepecTaeT PU3NIECKU CYIIeCTBOBATh

9. Tlon yamuroxeHueM uHGOpPMAITUU TOHUMAIOT ...

- mo0oe peTHaMePEeHHOE WK CITy4aiiHOe H3MEHEeHHe HH(popMariu

+ nericTBHE, B pe3ybTaTe KOTOPOro nHQpopManus rnepectaeT GU3NIecKu CyIecTBOBATh
- IpeTHAMEPEHHOE ICWCTBUE TI0 CO3JJaHUIO JIOXKHON HHPOpMAITIT

10. ITox 6oxupoBaHrEeM UHPOPMALIUU IOHUMAIOT ...

- mo0oe mpeTHaMEePEHHOE WM CIIY9aifHOe U3MEHEHNEe HH(OopMaIuu

- IelicTBUE, B Pe3y/IbTaTe KOTOPOro nHpopMalus nepecTaeT PU3NIeCKU CyIIeCTBOBATh
+ mpekpalieHue WK 3aTPyJAHEHUE TOCTYIa 3aKOHHBIX MOJIb30BaTeneld K MHPOpMaIuu

11. IMox moxnenkoit nHGOPMAIIMU TTOHUMAIOT ...

- yTpary CBOMCTB KOH(UACHINAIBHOCTH HH(OpMAIIH

- mo0oe mpeTHaMEePEHHOE WM CIIY9aifHOE U3MEHEHNEe HH(OopMaIuu
+ mpeaHaMepeHHoe AeWCTBUE 110 CO3JaHUIO JIOKHON HH(OpMAIHH

12. Bo3MoOXHasi OMAacHOCTh COBEPIICHHUS KAKOTO-TUOO ACHCTBHSI MPOTUB OOBEKTa 3alUTHI,
Ha3bIBAETCS ...
+ yrposon
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- YA3BUMOCTBIO
- aTaKkon

13. Ilpucymue oOBEKTY CBOMCTBA, NMPHUBOJAIINME K HAPYIICHUIO 0€30MacHOCTH WH(OpMAINH,
00yCIIOBIIEHHBIE HEJ0CTaTKaMU Tporiecca PyHKITMOHUPOBAHUS 0O0BEKTA, HA3bIBACTCH ...

- yrpo3ou

+ YSI3BUMOCTBIO

- aTakou

14. Yem u3 nepeunciennbix nousatui asusercs IIOIIBITKA PEAJIM3ALIMN yrpo3sr?
- YIpo30ii

- YSI3BUMOCTBIO

+ aTtakon

15. Uctounuku yrpo3 nHPOpMaIMOHHON 0€30MaCHOCTH MOT'YT OBITH ...
+ aHTPOMOTeHHBIMH

+ TEXHOI'€HHBIMU

+ CTUXUHHBIMU

- ClIy4YalHbIMH

16. Kakue BUIBI HICTOYHUKOB yIrpo3 HHPOPMAIIMOHHON O€30MaCHOCTH MOTYT ObITh BHEIIHUMH U
BHYTPEHHUMU?

+ QHTPOIIOTCHHEIE

+ TeXHOTCHHBIE

- CTUXUIHBIE

17. Kakoii W3 TMEpEeYUCICHHBIX HWCTOYHUKOB  yrpo3 ortHocutcs k  BHEIIHUM
AHTPOITIOT'EHHbBIM?

+ XaKephl

- YOOPIIHUIIBI

- CUCTEMHbIE aJIMUHUCTPATOPhI

- TI0JIb30BATEIN

18. Kakue #3 TepeunciIeHHBIX HMCTOYHUKOB yrpo3 ortHocartcs Kk BHYTPEHHUM
AHTPOIIOI'EHHbBIM?

- XaKepsl

+ IOJIb30BaTEIIN

+ yOOpIIUIIBI

- TO’KapHBIC

19. Kakoii w3 TMEpeYMCICHHBIX HWCTOYHMKOB  yrpo3 ortHocutcs k  BHEIIHKUM
TEXHOT'EHHbBIM?

- XaKepbl

- HEKaueCTBEHHBIC KOMIBIOTEPHI

+ CpeacTBa CBs3U

- yparasl
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20. Kakoii W3 TEpeYMCICHHBIX HCTOYHUKOB yrpo3 otHocutrcs Kk BHYTPEHHUM
TEXHOT'EHHbBIM?

- TIOJTb30BATEIH

- YOOPIIHUIIBI

+ HEKa4YeCTBEHHBIE KOMITBIOTEPHI

- CpPeZICTBA CBSI3U

21. Kakue U3 nepeunciIeHHBIX HCTOUHUKOB yrpo3 oTHocsTcs K CTUXUMHBIM?
- XaKepsl

- IOJIb30BATENH

- YOOPIITHUITBI

+ yparaHbl

+ IOXKapkl

22. Kakwue BubI yiepoa MoryT ObITh HAHECEHBI JIEJIOBOM PeIyTallii OpraHu3aiuu’?
+ MOpaJIbHBIN

+ MaTepuaabHbIN

- (huznuecKuii

23. Uro Takoe KaHa YTEUYKU HHPOpMAITUH?

+ (u3HYeCKHii MyTh OT UICTOYHUKA MHPOPMAIIUH K 3II0YMBIIUICHHUKY
- IIJIaH MOXHIIEHUST NHPOPMAITUH 370 YMBIIIEHHUKOM

- KaHaJI 1ocTyna K cetu IHTepHeT

24. Kakwue u3 nepeuncieHHbIX KaHainoB yreuku nHpopmaruu otHocaTcst K OIITUYECKM?
+ moArIsIABIBaHUE 32 N300pakeHnEeM Ha MOHUTOPE

+ ¢ororpadupoBanre TOKYMEHTOB HUJIH YKPAaHOB

- IOACIYIINBAHUE IIEPETOBOPOB COTPYIHUKOB

- IepexBaT AIEKTPOMATHUTHBIX H3TydeHUN Kabenen

- IPSIMOE KOMTMPOBaHUE, HAPUMED Ha (IICIIKY

25. Kakue w3  mepeurcleHHBIX  KAaHAIOB  yTeYKM  HMH(OpPMAIIMA  OTHOCATCA K
MATEPUAJIBHBIM?

+ OyMa)KHBIE JOKYMEHTHI B MYCOPHOU KOp3HHE

- ynanenusie ¢aitnsl B kop3uae Windows

- 3JIEKTPOHHBIE MOJCITYIITNBAIOIINE 3aKIAIKU (COKYUKH)))

+ yTepsiHHbIE HOCUTENU UHGOpMauu

26. Kak Ha3bpIBaeTCs KaHall yT€YKH HH(POPMAIUH, TIPH KOTOPOM OCYIIECTBISICTCS (UKCAIUs
aKyCTHYECKOTO CUTHAJIa TP BO3JICMCTBUU €T0 Ha CTPOUTEIbHBIE KOHCTPYKIHH?

+ BUOpOAKyCTHUCCKUN

- aKyCTOIEKTPUYECKUI

- CTPOUTEIIbHBIN

- MaTepUaIbHbII

27. Kakoe 13 nepeyrcIeHHbIX ONpeesIeHUi Hanboiee TOUHO XapaKTepU3yeT MOHITHE Xakep?
+ UT-criennanuct, KOTOPhI TOHUMAET CaMbI€ OCHOBBI pa0OThI KOMITBIOTEPHBIX CHCTEM
- 110001 MMOJIb30BaTENb, OCYIIECTBIAIONNI HECAHKIITMOHUPOBAHHBIN JOCTYI K HUHPOPMALIUU
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- YCJIOBCK, OCYH.ICCTBJ'I?IIOHII/Iﬁ B3JIOM 3aIIUTHI TUIECH3WOHHBIX ITPOrpaMMHBIX ITPOAYKTOB

28. KTo u3 mepedncieHHbIX TUYHOCTEH OTHOCUTCS K U3BECTHBIM XaKepaM-B3JIOMIIUKAM?
+ DnaBapa CHoyneH

+ Jlxynuan AccaHx

+ Kesun Murnuk

- bunn I'eitc

- CtuB JI)x00c

29. Kak Ha3bpIBaeTCs XaKepcKas araka, OCYIIECTBISIEMast IPU MTOMOIIY MPOTPaMM WIIH YCTPOMCTB
JUIS TIepexBaTa U aHajiu3a CeTeBOoro Tpaduka’?

+ cHU(PUHT TaKeTOB

- IP-crtyunr

- PHP-unnekmus

- OTKa3 B 00CITy)KMBaHUU

30. Kak Ha3bIBaeTCsi Xakepckas aTaka, KOTrJa aTaKyeMbld cepBep HE MOXeT o0paboTraTh
OTPOMHOE KOJIMYECTBO BXOISIINX MaKETOB?

- COLlMaNIbHAsI MH)KEHEPUS

- IP-crtypunr

- mepenoHeHue oydepa

+ 0TKa3 B 00CITyKMBaHUU

31. YUem ormmuaercss DDoS araka ot DoS ataku?

- aTaka OCYIIECTBIISETCS TPYIIION XaKepoB

- aTaka OCYIIECTBIISIETCS HA MHOYKECTBO CEPBEPOB OJTHOBPEMEHHO

+ araka OCYIIECTBIISETCSI C MHOXKECTBA KOMITBIOTEPOB Ha OJIMH CEPBEP

32. Kak mHaspiBaeTcs Ha0Op mNporpaMMHBIX cpenct, obOecneunBaommx MACKHWPOBKY
00BEKTOB MPU XaKEPCKOH aTake?

- O9KIyp

- TPOsIH

+ PYTKUT

- DDoS

33. Kak  Ha3pBaeTcss METOA  OCYIIECTBICHHS  HECAHKIIMOHMPOBAHHOTO  JOCTyMa K
nH(OPMALIMOHHBIM pecypcaM, OCHOBAaHHBIN Ha OCOOCHHOCTSIX MCUXOJIOTHH YeloBeKa?

- YEJIOBEK [TOCEPEANHE

- OTKa3 B 00CITy)KHBaHUHU

+ colualibHasl HHKEHEPUS

34. Kak Ha3bIBaeTCsl METOJ COIMAIbHON HHXKEHEPHH, MPH KOTOPOM KEPTBE MO AIEKTPOHHOU
MOYTE OTHPABIISIETCS COOOIIECHHE, TOAIeTaHHOE 10 OQUIIHAIIBHOE TUCEMO — OT OaHKa WU
IaTEKHON CUCTEMBI?

- IOPOXKHOE sIOJIOKO

- TPOSTHCKHUI KOHb

+ urmmHT
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35. Kak Ha3pIiBaeTCs METOJl COIMATBHOW HWH)XCHEPHUH, PACIpPOCTPAHEHHBIH B OOIIECTBEHHBIX
MecTax (kade, TOProBbIX IIEHTpaX, OOIIECTBEHHOM TPAHCIOPTE) TPU KOTOPOM
3JIOYMBIIIJICHHUK MTOJICMATPUBAECT HHPOPMALIHIO Ha SKPAHE KEPTBHI?

- TOPOKHOE SIOJIOKO

- pummHT

+ ruieyeBoit cepGuHT

36. Kak Ha3wpiBaeTCs METOJl COLMATBHONW MH)KEHEPHUH, IPU KOTOPOM KEpTBa cama Ipeaaraer
3JIOYMBIIIJICHHUKY HY)KHYIO eMy HH(opMaIuio?

- IPETEKCTUHT

- purmmHT

+ oOpaTHas coruanbHass HHKEHEPUS

37. Kak Ha3pIBaeTCs METOJ CONMAIBHOW WHXXEHEPUH, MPH KOTOPOM 3JIOYMBIIIJICHHUK
nmoaOpackiBaeT WH(PHUITMPOBAHHBIA HOCUTETh WH(OpPMAIMKU B MECTE, TJI€ HOCHUTEIh MOXKET
OBITh JIETKO HalgeH?

- PETEKCTHHT

- TPOSTHCKUI KOHb

+ TOpOoXKHOE SI0JIOKO

3.Tabnwuia GopM TECTOBBIX 3aaHHI

Bcero T3 13 Hux xonmuectBo T3 B popme
3aKPBITHIX OTKPBITHIX Ha Ha MOPSIIOK
COOTBETCTBHE
mT. % mrt. % mrt. % mrt. %
100% 100 - - -

4. Tabanna OTBETOB K TECTOBBIM 3aJaHUSIM
Bepnbie 0TBETBI OTMEYEHBI 3HAKOM « T », HEBEPHBIE OTMEUEHBI 3HAKOM « - ».

KommekT omnenounsix 3amanuii Ne2 mo Pasgenmy 2. IIporpamMMHO-TEXHHYECKHE CpEICTBA
oOecrieyenus uHpopManroHHON Oe3omacHoctH, Teme 2.1. CpeactBa ympaBieHHs IOCTYIIOM
(AynuTopHasi camocTosiTelIbHas paboTa).

1. Cneundukamus banka TectoBbx 3amanuii mo Paznmeny 2. IIporpamMMHO-TeXHHUYECKHE
cpenctBa obecrieueHuss MHGOpMaMOHHON Oe3omacHoctd, Teme 2.1. CpexactBa ympaBieHUs
JOCTYIIOM.

2. Conepxxanue banka TeCTOBBIX 3alaHUI

Wnctpykuus: BeiOepy npaBUiIbHBIN(€) OTBET(BI).

1. JIuuo wim npouecc, AeHCTBUE KOTOPOIO PETIAMEHTUPYIOTCS ITPaBHIIaMU Pa3rpPaHUUYECHHUS
JOCTYIIa, HA3bIBACTCH ...

+ cyOBeKkTOM

- 00BEKTOM

- KIMCHTOM

- MOJIb30BaTEIEM

2. Enunuia nHGOPMaIMOHHOTO pecypca aBTOMaTU3HPOBAHHON CHCTEMBI, IOCTYIT K KOTOPOi
periIaMeHTUPYETCA IPaBUIaMU pasTpaHUYEHUS JOCTYIIA, HA3bIBACTCA ...
- CYyOBEKTOM
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+ 00BEKTOM
- KINCHTOM
- (haitmom

3. Kak eme Ha3pIBaeTCsl MaHIATHOE YIIPABICHUE TOCTYIIOM?
+ NPUHYIUTEIILHOE

- MPOU3BOJILHOE

- poJieBoe

- U30MpaTenbHOe

4. Kak ermie Ha3pIBaeTCS MPOU3BOIBLHOE YIIPABICHHUE TOCTYIIOM?
- MAH/IATHOE

+ OJUCKPELMOHHOE

+ u3buparenpHoe

5. B kakoit Mmozienu ynpaBieHUs TOCTYIIOM MIPUMEHSAIOTCS. CIIMCKH WJIM MAaTPUIIbI 10CTyma?
- MaHIaTHOU

+ IUCKPELIMOHHOMN

- posieBou

- II000i

6. B kakoif Mogenu ympaBieHHs JOCTYIIOM MIPUMEHSFOTCS METKH 0€30MacHOCTH
(koH(UIEHIINATTEHOCTH)?

+ MaHJAaTHOU

- IUCKPELMOHHOMN

- poJIeBOU

- mobou

7. Uto omuchIBaeT MeTKa 0€30MaCHOCTH CyOBEKTa B MPUHYIUTEITHHON MOJICIH YIIpaBICHUS
J0CTYyom?

+ ero 0JaroHaaeXKHOCTh

- CTCIICHb €10 KOH(bI/I,Z[eHI_II/Ia.HBHOCTI/I

- €r0 MpaBa JIOCTyIa

- €r0 PoJb

8. Kro ycraHaBiIMBaeT mpasa J0CTyHa K KOHKpeTHOMy obbexty B JJUCKPEITMOHHOM
MOJIETIH YIIPABJICHUS TOCTYIOM?

- 1100011 1MoJIb30BaTENh

- TOJIBKO CHCTEMHBIN a]MIUHUCTPATOP

+ Biajenen o0beKTa

- caMa cucTeMa

9. Kro ycTaHaBIHBaeT paBa JOCTYIIA K KOHKpeTHOMy 00bekTy B MAHJATHOM mozxenu
YIpaBIEHUS JOCTYIIOM?

- 11000¥ MOJIb30BaTENb

- TOJIBKO CUCTEMHBIN aJIMUHUCTPATOP

- BiIazener o0beKTa

+ caMma cucrtemMa
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10. Komy, corynacHO AMCKPEIIMOHHON MOJIENH YIPABJICHUS JOCTYIIOM, CYOBEKT C ONpeAeTICHHBIM
MPaBOM JIOCTYIIa MOXKET MepeiaTh 3TO MPaBo?

- HU KOMY

- TOJIBKO CUCTEMHOMY aIMUHHUCTPATOPY

+ mM000My Ipyromy CyOBEeKTYy

11. B xakoii Moienu ynpaBieHus JOCTYIIOM MOJb30BaTellb CaM YCTAaHABIMBAET MpPaBa JOCTYIA K
00BbEKTaM, YbIMH BJIAJIENIbIEM ABIISETCS?

+ IUCKPELIMOHHOMN

- MaHIaTHOU

- poJIeBOU

- mo0OoH

12. 3akpeITas cucreMa IUCKPEMOHHOIO YIIPaBICHHs TOCTYIIOM MOAPAa3yMEBAET, YTO
W3HAYaJbHO ...

+ 00BEKT HEe AOCTYIIEH HUKOMY, U B CIHCKE MPaB JOCTYyIa OMUCHIBAETCS CIUCOK pa3perieHnui

- 00BEKT TOCTYIIEH BCEM, U B CITUCKE MPaB JIOCTYIIa OMUCHIBACTCS CIIUCOK OTPaHUYCHUN

13. OtkpsITas cuctemMa JUCKPEIMOHHOTO YIIPABIICHUS TOCTYIIOM M0/Ipa3yMeBaeT, YTO
W3HAYaJIBHO ...

- 00BEKT HE JOCTYIIEH HUKOMY, U B CIIMUCKE MPaB JOCTYIA OMUCHIBACTCS CIIUCOK Pa3pelieHuit

+ 00BEKT JOCTYIIEH BCEM, M B CIIUCKE MPaB JIOCTYIA ONUCHIBAETCS CIIUCOK OTPAaHUYEHUN

14. OcHOBHBIMH NIPEUMYILECTBAMU IPOU3BOJILHOTO YIIPABICHHS JOCTYIIOM SBJISIOTCH ...
+ IpoCTOTa pealn3alu

- IPOCTOTa aIMMHUCTPUPOBAHUS

- BBICOKAs! CTETIEHb 0€3011acHOCTH

+ rubkocTh

15. OCHOBHBIM IPEUMYILECTBOM MPUHYIUTEIHHOTO YIIPABICHUS JTOCTYIIOM SIBJISICTCS ...
- IPOCTOTA peaTu3aluu

- IPOCTOTA A IMUHUCTPUPOBAHHUS

+ BBICOKas CTENEHb 0€30IMaCHOCTH

- TUOKOCTb

16. Kakast Mojiesb yrpaBieHHs JOCTYIIOM IIPUMEHSIETCS B ONEpalliOHHbIX cructemax Microsoft
Windows?

- MaHJaTHast

+ IUCKpPELUOHHAsA

- posneBas

17. B manmatHON MOJeNIM OOBEKTY MPUCBOCHA METKAa 0€30MaCHOCTH «KOH(HICHIINAIBHOY,
kareropus «oyxranrepus». Kakue CYBbEKTBI MoryT nuMeTs 10CTyn K JaHHOMY OOBEKTY?

+ CeKpeTHo, Oyxranrep

+ KOH(UAEHIATBHO, OyXTranTep

- COBEPIIEHHO CEKPETHO, HHKEHEP

- 1100bIe CyOBEKTHI
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18. B manaatHO# Moaenu 00bEKTY MPUCBOCHA METKA 0€30MaCHOCTH «HECEKPETHOY, KATeTOpHs
«kanpe». Kakoit CYBBEKT Oyaer umets 10CTyn K JaHHOMY OOBEKTY?

- TOJIbKO CEKPETHO, KaJpbl

- TOJIBKO CEKPETHO, OyXTanTep

- TOJIBKO HECEKPETHO, MHXKEHEP

+ Bce CyOBEKTHI

19. B manmatHON MOJieNH CYOBEKT MUMEET YPOBEHb JIOCTYIIA «CEKPETHO», KAaTETOPHS
«oyxranrep». Kakue OB bEKTBI 6yayT emy noctynHbi?

- COBEPIIEHHO CEKPETHO, OyXrantepus

+ cexpeTHo, OyxXranTepus

+ KOH(pUIEHITNATBHO, OyXTanTepus

+ HECEKPETHO, KaJphl

- CEKpETHO, KaJpbl

20. YT0 U3 mepeuncIieHHOr0 TOHUMAETe TI0]] TEePMUHOM MTPOTOKOIMPOBaHUE?

- aHAJIM3 HAKOIJICHHOM nHpopManuu

+ c0op 1 HaKoIUIeHHEe HHPOPMAITUH O COObIMUSX, TIPOUCXOIAIINX B HH(OOPMAITMOHHOW CUCTEME
- IpoIIecC 3aUCH HH(POPMALIUU O TPOUCXOIAIINX ¢ KAKUM-TO OOBEKTOM COOBITHUSAX B KypHAJ

21. Y10 U3 MepeunciIeHHOro MOHUMAeTe 0] TEPMUHOM KypHaJIUpoBaHue?

- QaHAJIM3 HAKOIUIEHHON MH(pOpMaIH

- cO0Op M HaKOIUIEHHE MHDOPMAITH O COObIMUAX, IPOUCXOAALINX B MH()OPMAIIMOHHON cHCcTEMe
+ mporiecc 3anmucu HHPOPMaIUHA O TPOUCXOJISIINX C KAKUM-TO 0OBEKTOM COOBITHSIX B JKypHAI

22. UTo 13 MepeuncIeHHOTO TOHMMAETE 10T TEPMUHOM ayIUT?

+ aHaTM3 HaKOIJICHHOW nH(popManuu

- ¢00p M HaKoIUIeHHE HH(POPMAITUU O cOOBIMUSAX, TIPOUCKXOIANUX B MHHOPMAIIMOHHON CHCTEME
- IpoIIecC 3auCcH HH(POPMALIUU O TPOUCXOIAIINX ¢ KAKUM-TO OOBEKTOM COOBITHUSAX B KypHAJ

23. Kakue 3a/1a41 MOKHO pelaTh MpH MOMOIIU MPOTOKOJIUPOBAHUS U ayanuTa?
+ obecrieueHne MOAOTYETHOCTH MOTb30BaTEICH

+ o0ecrieyeHre NOJOTYETHOCTU aIMUHICTPATOPOB

+ BO3MOKHOCTh PEKOHCTPYKIIMH TIOCIIEIOBATEIILHOCTH COOBITHIH

+ oOHapy’KeHHe MONBITOK HAapyIIEeHUH HHPOPMALIMOHHOM 0€301macHOCTH

- obecrnieueHre ayTeHTU(PUKaIuu

24. OmneparuBHbiii aynut ¢ ABTOMATHUYECKHWM pearupoBanueM Ha BBISBICHHBIC
HEILITaTHbIE CUTYAllMU, HA3bIBACTCA ...

+ aKTUBHBIM

- ONepaTUBHBIM

- aBTOMAaTHYECKUM

25. B akTuBHOM ayauTe K ommOKaM IEePBOTO pojia OTHOCUTCS?
+ IpoIycK aTaku
- TIO)KHOE cpabaThIBaHKE
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26. B akTuBHOM ayauTe K ommOKaM BTOPOTO POJia OTHOCHUTCS?
- IPOITYCK aTaKu
+ 1o’kHOE cpabaThIBaHUE

27. JleiicTBUsI, BBITIOJHSEMBIE B pAMKaX UMEIOIINXCS MOJTHOMOYUN, HO HAapyIIAIOIIKe MOJUTUKY
0€301aCHOCTH, Ha3BIBAIOTCA — ...

- IPUCBOECHUEM MOJTHOMOYHI

+ 3110ymoTpeOIeHneM TTOTHOMOYHSIMU

- HApYLIEHUEM TTOJTHOMOYHI

28. Kakwue u3 nepedncieHHbIX (ailIoBBIX CHCTEM OTHOCSTCS K KYPHATUPYEMBIM?
+ NFS+

+ NTFS

- FAT32

+ ext3fs

- ext2fs

29. TIpouecc coobiieHus: CyObEKTOM CBOETO HMEHH UM HOMEPA, C MENbI0 OTIIMYUTh TaHHBIH
CyOBEKT OT APYTHX CYOBEKTOB, HA3bIBACTCA — ...

- aBTOpU3aLMEl

- ayTeHTU(DHUKanen

+ uneHTHQUKaIUEH

30. IIpenocTaBieHne CyOBEKTY HEKOTOPBIX MPaB M MPOBEPKA WX HATMYUS, HA3BIBACTCS — ...
+ aBTOpHU3aALHECH

- ayTeHTH(pHUKaen

- uaeHTUPUKaueH

31. Ilpouemypa MpOBEPKH COOTBETCTBUS CYyOBEKTa M TOTO, 32 KOTO OH IBITAETCS Ce0s BBIIATH, C
MIOMOIIBIO0 HEKOW YHUKAJIbHON MH(OpMAINH, HA3bIBACTCS — ...

- aBTOpU3aIUEH

+ ayreHTH(UKaLKEH

- uIeHTUPUKaueH

32. UTo u3 mepeunciIeHHOTO MOXKET OBITh «JIByXCTOPOHHUM?
- aBTOpU3AIIHS

+ ayreHTuduKanus

- UACHTUPUKAIUS

33. K kakomy Buay ayTeHTU(UKATMOHHBIX CYIIHOCTEH OTHOCSATCS Maposn’?
- HEUYTO, YEM BIIJICET CyOBEKT

+ HEeuTo, 4TO 3HAET CYOBEKT

- HEYTO, YTO SBJISIETCS YaCThIO CyOBEKTa

34. K kakomy BUYy ayTeHTH(DUKAITMOHHBIX CyIHOCTEN oTHOCUTCS USB-Kkirou?
+ HEeuTo, 4eM BIAJIeEeT CyOBEKT

- HEUTO, YTO 3HAET CyOBEKT

- HEYTO, UTO SIBJIICTCS YacThIO CYObEeKTa
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35. K kakomy Buay ayTeHTU(UKAUOHHBIX CYIIHOCTEH OTHOCSATCS OTIIEYATKH MablieB?
- HEYTO, YEM BJIAJICET CyOBEKT

- HEYTO, YTO 3HAET CYOBEKT

+ HEeuTo, 4TO ABISAETCS YaCThIO CyObEKTa

36. K kakomy Buay ayTeHTU(GHUKAITMOHHBIX CYITHOCTEH OTHOCUTCS ceTyaTKa rra3a’?
- HEYTO, YeM BIIAJICET CyOBEKT

- HEUTO, YTO 3HAET CyOBEKT

+ HEYTO, UTO SIBJIIETCS YaCThIO CyObEeKTa

37. Yro u3 nepeuncinennoro ornocurcs kK PU3NOJIOI'MYECKUM Ouomerpudeckum
XapakTepucTuKam?

- TOJIOC

+ OTII€YaTKH HaJIbIICB

- IOYEepK CyObeKTa

+ ceTyaTKa riasa

+ (hopma KHCTH PYKH

38. Uto u3 nepeuncnennoro ornocurcs kK [IOBEJIEHUECKNM 6uomerpuieckum
XapakTepucTuKam?

+ ronoc

- OTIEYATKH NaJIbIIEB

+ mouepk cyObeKTa

- ceTyaTKa riasa

- (hopMa KUCTU PYKH

39. BeiOepu aBa BEpHBIX YTBEPIKICHHUS.

+ BBOJ] MapoJIsi MOKHO TIOACMOTPETh

+ rIaBHOE IOCTOMHCTBO MAapOJIbHOM ayTeHTU(HUKAIIMH — IPOCTOTA U IPUBBIYHOCTh
- MapoJIb HEBO3MOXKHO MOA00paTh

- IapoJibHAs ayTeHTU(UKAIMA 0071a/1aeT OYEeHb BBICOKOW Ha/Ie’KHOCTHIO

40. YTo U3 nepeyrciIeHHOro MPUMEHSETCS JJIs TOBBIICHHS HAISKHOCTH MapOJILHON
ayTeHTH(UKAIIH?

- MCIIOJIb30BAHUE €MHOTO TapOJIs ISl BCEX CEPBUCOB

+ UCTOIB30BaHNE OAHOPA30OBBIX MMAPOJICH

+ orpaHMYCHUE YHCIa HEYAaUHbIX MOMBITOK BBOIA

+ mepuonuveckas CMeHa mapoJieit

41. Kakue u3 npuBeneHHbIX mpuMepoB naposeit MOXXHO cuurtath HageKHBIME?
+ g1f2h3j4k5m6

- c1%d

- Ian NBaHOBUY

+ y&T7h2*sv

42. Tlouemy maposp tuma «c1$d» cunraercst HE nagexusim?
+ CIMIIKOM KOPOTKUU
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- UCTIONB3YIOTCS U PHI
- HC UCIIOJIb3YKOTCS CUMBOJIBI KUPUJIJIHIIBI

43. Tlouemy napons tuna «MBan MBanoBuuy» cunraercst HE Hane:xxapimM?
- CJIMIIIKOM KOPOTKHUH

+ He UCTIONB3YIOTCS HUPPHI

+ He UCTOJIB3YIOTCS CIIELICHMBOJIBI

+ UCTONB3yeTCsl OCMBICIIEHHBI HA0Op CUMBOJIOB

44. Kakue u3 npuseaeHHbIX npumepoB naposieit HEJIB3S cuntars Hane:xHbIMU?
+ 1234567890

- g1f2h3j4k5m6

- y&7h2*sv

+ Password

45. Kakoit MmeTos1 mapoiapHON ayTeHTU(UKauu 0oJiee HaaeKeH?
+ Ha OCHOBE OJTHOPA30BbIX MAPOIEH
- Ha OCHOBE MHOT'OPa30BbIX MapoJei

46. Unentudukanus, ayreHTudukanus. Beidoepu BepHblid 0oTBeT. UTO mpencTaBiseT coboit
mporpamMMHBIi mpoaykT Kerberos?

+ cepBep ayTeHTUPUKAIIIH

- cepBep uAeHTUUKAIUS

- IICHTp aBTOPHU3AIMU

47. TIpoucxomuT JIM TPU UCTIOJIb30BAaHUY MTPOrpaMMHOTO mpoaykra Kerberos nepenaua naponeit
o cetn?

+ HET

- na

48. YTo u3 mepevrcICeHHOr0 OTHOCUTCS K CPEeICTBAM HACHTU(DUKAIIIH?
+ I tpux-kon

+ RFID

+ buomerpus

- [Taposib

49. Yo u3 mepevrcIeHHOr0 OTHOCUTCS K CPEACTBAM ayTeHTH(UKAIIIH?
- HItpux-xkon

- RFID

+ buomerpus

+ [Taposib

3. Tabnuua ¢opM TECTOBBIX 3aaHUI

Bcero T3 N3 aux xommuectso T3 B hopme
3aKPBITHIX OTKPBITHIX Ha Ha TIOPSI0K
COOTBETCTBHUE
wT. % mT. % mT. % mT. %
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100% 100 - - -

4. Tabanna OTBETOB K TECTOBBIM 3aJaHUSIM
BepHbie OTBETHI OTMEUYEHBI 3HAKOM « + », HEBEPHbIE OTMEUEHBI 3HAKOM « - ».

KommekT omnenounsix 3amanuii Ne3 mo Pasmenmy 2. IIporpamMMHO-TEXHHYECKHE CpEIICTBA
oOecrieyenus uHpopManMoHHON Oe3zomacHoctn, Teme 2.2. Kpunrorpapuueckue cpeacrsa
3amuThl HHGOpMaIK (AyIUTOpHAsS CaMOCTOsITeIbHas paboTa).

1. Cnemuduxanus banka TectoBeix 3amanuil mo Pazgeny 2. I[IporpaMMHO-TEXHHUECKHE
cpenctBa obOecrieueHuss WHGOpMAMOHHONW Oe3omacHocTH, Teme 2.2. Kpunrorpadudeckue
CpeZCTBa 3aIUThI HH(OPMAIIHH.

2. Conepxanue banka TeCTOBBIX 3a/laHU

Wnctpykuus: BeiOepy NpaBUiIbHBIN(€) OTBET(BI).

1. HUccnenoanue Bo3moxkHoctu Aemudposanns nunpopmannu bE3 3SHAHU A KJIFOUEM,
Ha3bIBACTCA ...

+ KpUITOAHAJIN30M

- KPUIITOJIOTUEH

- KPUIITOCTOMKOCTBIO

2. Kaxkoe mousiTue BKIIOYaeT B cedst npyrue nsa?
- KpUIITOAHAJIN3

- KpunTorpagus

+ KPHUIITOJIOTUS

3. Ilpomuecc u3Bnedyenust orkpoitoro Tekcra bE3 SHAHWS kpunrorpadudeckoro kitoua Ha
OCHOBE M3BECTHOTO MIHU(PPOBAHHOTO TEKCTA, HA3BIBACTCH ...

- pactdpoBaHUEM

- KPUITOJIOTUEH

+ nemmudpoBaHuEeM

4. Tlpouecc u3BiaeueHUsI OTKPHITOrO TEKCTa U3 3alIM(PPOBAHHOTO C UCIOJIB30BaHUEM
KPUNTOTpauuecKoro Kiroua, Ha3bIBACTCA ...

+ pacmmdpoBaHuEM

- KPUITOJIOTUEH

- nemudpoBaHUEM

5. Kakoit meTon mudpoBanus ucnonb3zoBai HOmuit [ezaps?
- mu¢poBaHNE TAMMUPOBAHHEM

+ mudpoBanue 3ameHOI

- mMQpoBaHue MepecTaHOBKON

6. Camblii ApeBHUI IH(PPOBAHHBINA TEKCT, HalIEHHBII B MeconoTaMuu, COASPKHUT
uHpopMaIuio ...

- 0 perenTe Oanb3aMUPOBaHUs Tea (hapaoHa

- 0 perieniTe OeccMepTUs

+ 0 peuenTe rasypu A8 TOHYAPHBIX U3EINN
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7. B NlpeBneit I'penuu o ceeaeHusiM [lmyrapxa ucnonb3oBanock mmdpyroriee yCTporucTBO —
CKHTaJb, KOTOPOE MPEACTABIISIO COOOI ...

- KOHYC

+ HUINHAP

- map

8. Kpunrorpaduueckue MeTobl, HCTIOIB3YIOIMIHE U IS MG POBAHUS, U JIJIs AT (PPOBAHUS
OJIMH 1 TOT XE KJIKOY, Ha3biBaroTCH ...

- METOJIaMU aCUMMETPUYHOTO MU(POBAHUS

+ MeTOJIaMU CUMMETPUYHOTO MTU(POBAHUS

9. IIpu cummerpuyHOM MK(POBAHUH COOOIIEHHE MU(PYETCs TP MOMOIIH ...
- IBYX KJIIOYEH

+ 3aKpBITOrO KJIr04a

+ OJHOTO M TOT'O K€ KJIF04a

- OTKPBITOT'O KITF0Ya

10. K xakuM mMeToaM OTHOCUTCS mH(poBaHue 1o Tadnuie Bikenepa?
- ACCUMETPUYHBIM

+ CUMMETPHUYHBIM

- U TEM U IpyTUM

11. Yro U3 mepeuncaeHHOTO OTHOCUTCS K METO/IaM CHUMMETPUYHOTO MG POBaHUS?
+ mmgppoBaHUe raMMUPOBAHUEM

+ mudpoBanue 3ameHOI

+ mmdpoBaHue nepecTaHOBKON

- m(pOBaHUE C OTKPHITHIM KITFOYOM

12. Kak Ha3bpiBaeTcs mudpoBaHUE 3aMEHOMN, TTPH KOTOPOU MCTIOB3YETCsI HECKOJBKO aaBUTOB?
- MOHO(OHUYECKOE
+ monumandaBuTHOE
- MHOTOKOHTYPHOE

13. Kak Ha3piBaeTcs mudppoBaHUe 3aMEHOMU, PU KOTOPOU JJISi pEAKO BCTPEUAIOIIUXCSI CHMBOJIOB
NPUMEHSIOT OAHMH aJI(haBUT, a JIJIsl 4aCTO BCTPEUAIOIIUXCSI — HECKOJIBKO?

+ MOHO(OHHYECKOE

- moauangpaBUTHOE

- MHOTOKOHTYpPHOE

14. K xakomMy MeTo/y OTHOCUTCS mH(poBanue no Tadnuue Bikenepa?
- mm¢ppoBaHNE TAMMUPOBAHUEM

+ mmdpoBanue 3aMeHOM

- mudpoBaHUE MTEPECTAaHOBKON

15. TIpaBwmio norudeckoit DKBUBAJIEHTHOCTU raacut: npu ClIOXEHUU ABYX OJMHAKOBBIX
CHMBOJIOB TIOJIYYAEM ...

- JIOTUYECKYIO €ITUHUILY

+ JIOTUYECKUH HOJIb
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16. [lIudpoBanue ¢ UCIIOIB30BAHUEM B KAYECTBE TAMMBI CIIOBOCOYETAHUS
«aBTOMATU3UPOBAHHbBIE MH(GOPMAIIMOHHBIE CUCTEMBI», OTHOCUTCSI K TAMMHPOBAHHIO C ...

- 0ECKOHEYHOI raMMOM

+ KOHEUYHOU JUIMHHOW raMMOH

- KOHEYHOU KOPOTKOM raMMOu

17. llludpoBaHue ¢ UCIIOIB30BAHUEM B KauecTBEe raMMbl uucia [1u, oTHocuTes K
raMMHPOBAHUIO C ...

+ OECKOHEUHOM raMMOM

- KOHEYHOH JUIMHHOM raMMOU

- KOHEYHOU KOPOTKOM raMMou

18. Kpunrorpaduyeckre METO b, UCTIONB3YIOIIUE U IS IKU(POBAHUS, U IS e poBaHUSL
JIBa Pa3HBIX KIJIFOYA, OINH U3 KOTOPBIX 3aKPBITHIH, APYTOil OTKPBITHIHN, HA3bIBAIOTCA ...

+ METOAaMu aCUMMETPUYHOTO IIU(PPOBAHUS

- METOJIaMH CHMMETPHYHOTO MH(PPOBAHUS

19. Tlpu acummerpuunom HIMOPOBAHWU coobmenune mmdpyeTcs: Tpu MOMOIITH ...
- 3aKPBITOTO KIIF0Ya

- OJIHOTO ¥ TOT'O K€ KJIfoua

+ OTKPBITOI'O KJIH04Ya

20. ITpu acummerpuyrom [IIMOPOBAHUWU coobmienue pacumgpoBbIBaeTCs MPH MOMOIIIH ...
- 6e3 KiIoueit

+ 3aKpBITOrO KJIr04a

- OTKPBITOrO KJIF0Ya

21. YTo u3 mepeunciIeHHOr0 OTHOCUTCS K METOIaM aCUMMETPUYHOTO Mu(poBaHus?
- mMQpoBaHne raMMHPOBAHUEM

- mudpoBaHUe 3aMEHOMN

+ mmdpoBaHue ¢ OTKPHITHIM KIHOYOM

22. Kakue Ha3bIBaIOTCS MaTeMaTHYeCcKue (PyHKINH, JIexKalliue B OCHOBE aCCUMETPUYHOTO
mudpoBaHus?

+ OJHOCTOPOHHUE

- ACCUMETPHUYHBIC

- OECKOHEUHBIE

23. DnexTponHas mudposas noanuck (L) npencrasiser cobdoii:

- ¢ poBOe N300paKeHHE MOIKUCH aBTOpa

+ 1oCIe10BaTeNbHOCTD U3 HECKOJIBKUX CUMBOJIOB B 3JIEKTPOHHOM JIOKYMEHTE

- TIOJTHBIN TEKCT B 3alIM(pOBAaHHOM BHUJIE, OOABICHHBIN K (paiily ¢ 3alIUIIaeMbIM TEKCTOM

24. Beibepu BepHOE TIOHATHE JIEKTPOHHOH 1tMdpoBoit moanucu (DLIIT):

+ OLII — sto pexBuzut JIEKTPOHHOI'O noxymenTa, npeiHa3HauE€HHBINA 115
YIOCTOBEPEHUSI UICTOYHHMKA JTaHHBIX U 3alIUThI JAHHOTO 3JIEKTPOHHOTO JTIOKYMEHTA OT
MOAAEJIKU
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- OUIT — sto pexBuzut BYMAXHOI'O nokymeHTa, npeiHa3HA4Y€HHBIN I YIOCTOBEPEHUS
MCTOYHUKA JAHHBIX U 3alIUTHl JAHHOT'O 3JIEKTpOoHHOTO nokymeHTa ot [1O/JAEJIKN

- OUIT — sto pexBuzut DJIEKTPOHHOI'O nokymenTa, npeaHa3Hauye€HHbIN 7151 YA0CTOBEPEHUS
VCTOYHUKA JAHHBIX U 3alIUTHl JAHHOT'O AJIEKTPOHHOT'O TOKYMEHTA OT

HECAHKIIMOHMPOBAHHOI'O UCIIOJIb3OBAHUA

25. TIpeoOpa3oBanre BXOAHOTO MacCHBa JaHHBIX MMPOU3BOJILHON JJTMHBI B BEIXOAHYIO OUTOBYIO
CTPOKY (PMKCHPOBAHHOM JIJTMHBI, HA3BIBACTCA ...

+ X3IIMPOBAHUEM

- OUIT

- KOJUPOBaHUEM

26. DnexTponHas udposas noanuck (ALII) odbecneunBaer:
+ YAOCTOBEpeHNE HCTOYHNKA TOKYMEHTA

+ 3aIIMTy OT U3MEHEHHH JOKYMEHTA

- 3aIIUTYy OT HECAHKIIMOHUPOBAHHOTO MCITOJIb30BAHMS

+ HEBO3MOXKHOCTb OTKa3a OT aBTOPCTBA

27. Inst cozmanust DLIT ucnonszyercs ...
+ 3aKpBITHINA KITHOY
- OTKPBITBIN KJIIOY

28. ITpu nposepke DT ucnons3yeres ...
- 00a Kimoua

- 3aKPBITBIA KJIFOY

+ OTKPBITBIN KITHOY

29. Kakue n3 nepeyrciaeHHbIX alrOPUTMOB IU(POBAHUS MTPEAHA3HAYCHBI IS CO3JJaHUS XeIl-
byHKIUI?

- DES

+ MD5

+ SHA

- AES

30. Kakue u3 nepeynciaeHHbIX alrOpUTMOB HIHM(POBAHUS UCTIONB3YIOTCS JUIS DJIEKTPOHHON
nudposoit noarmucu (D1IT)?

- DES

+ RSA

+ DSA

- AES

31. Kakue u3 nepeuncieHHbIX alTOPUTMOB OTHOCSITCSI K CAMMETPUYHBIM?
+ DES
- RSA
+ AES
- MD5

32. Kakue u3 nepeuncieHHbIX aJlTOPUTMOB OTHOCSTCSI K aCHMMETPUYHBIM?
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+ RSA
+ DSA
- AES

+ MD5

33. Kakoii 13 mepeynclieHHbIX AJITOPUTMOB YaCTO UCTIONB3yeTcsl B IHTepHeTe JIsl BBIYUCICHUS
KOHTPOJIbHBIX CyMM?

- DES

+ MD5

- SHA

- AES

34. Kakoii U3 nmepeyrciIeHHbIX alTOPUTMOB YaCcTO UCIIOIBb3YETCS IS 3alUThl HH(pOpMAIIUHU B
6ecripoBoHbIX ceTsix Wi-Fi?

- MD5

- RSA

+ AES

35. Kakue u3 nepeuncnerasix anroputmon mudposanust HE MOI'YT ucnonp3oBaThcs B
Poccuiickux rocynapcTBEHHBIX YUPEKACHUSIX ?

-T'OCT P 34.10-2001

+ MD5

+ SHA

+ IDEA

+ AES

36. Kakue u3 nepeuncineHHbix cpencts mudpoBanus MoxxHo oTHecTH K ATITIAPATHBIM?
- OUIT

+ mmdpoBanpHas MammHa Enigma

- nporpamma 7-Zip

+ CKHUTAaJIb

- AES128

37. CoBpeMeHHBIE CpeIcTBA KPUNTOrpaduueckoi 3amuThl UHPOPMALIUHU MTOAPA3ACISIOTCS Ha
CJIEAYIOUIMX /1Ba BUAA ...

- anmaparHble

+ anmmapaTHO-IPOTrpaMMHEIE

+ IporpaMMHBIE

38. KakoBbI TOCTOMHCTBA ACCUMETPUYHBIX aJlTOPUTMOB HIM(PpOBaHUs?
- KOPOTKHUE KJIFOUM IU(PPOBAHUS

+ BBICOKAst KPUIITOCTOUKOCTD

+ oTcyTcTBUE NPOOIIEMBI NIEpeauy Kiltoua BTOPOil CTOpoHE

- BBICOKAsi CKOPOCTh IIU(PPOBAHUS

3.Tabnwuia GopM TECTOBBIX 3aaHHI

Bcero T3 13 Hux xonmuectBo T3 B hopme

3aKPBITEIX OTKPBITBIX | Ha | Ha MopsAaa0K
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COOTBETCTBHEC

mT. % mT. % mT. % mT. %

100% 100 - - -

4. Tabanra OTBETOB K TECTOBBIM 3aJaHUSIM
BepHbie OTBEThI OTMEYEHBI 3HAKOM « + », HEBEPHbIE OTMEUEHBI 3HAKOM « - ».

Kommiekt onenounbix 3amanuii Ned mo Pasgeny 2. IIporpaMMHO-TEXHHUYECKHE CPEICTBA
obecrieuenust nHGoOpMaMoHHON Oe3omacHocTH, Teme 2.3. CpeacTBa 3amMTHl OT BPEIOHOCHBIX
nporpamMm (AyAUTOpHAsi CaMOCTOSTENIbHAs paboTa).

1. Cnenndukanus banka tectoBbix 3amanmii mo Paszmeny 2. IlporpamMHO-TeXHHUYECKHE
cpencTBa obecreueHuss MHPOpMAMOHHON OezomacHoctH, Teme 2.3. CpenctBa 3amuThl OT
BPEIOHOCHBIX MTPOTPAMM.

2. Conepxxanue banka TeCTOBBIX 3alaHUI
WNHcTpyKIius: BRIOEpH MPaBMIIBHBIN(E) OTBET(BI).

1. Kakum emie TepMUHOM 0003HAYAIOT BPEIOHOCHBIC TPOTPAMMBI?
- Virusware
- Freeware
+ Malware

2. YTO U3 MepeuncIeHHOr0 OTHOCUTCS K BPEAOHOCHBIM IpOrpaMMam?
+ Backdoor-yrunuTs

- Backup-ytunutst

+ CereBble YepBU

+ TpostHCKME TPOTPaMMBI

3. Kakue u3 nepeunciieHHbIX BPEIOHOCHBIX IPOrPaMM OTHOCSTCA K BUpycam?
+ Virus.Win9x.CIH

+ Macro.Word97.Thus

- Net-Worm.Win32.Sasser

- Trojan-Spy.Win32.Small.b

4. Kaxkue u3 nepeunciIeHHbIX BPEAOHOCHBIX IPOTPAMM OTHOCSITCS] K CETEBBIM YEpBAM?
- Virus.Win9x.CIH

+ Net-Worm.Win32.Sasser

+ Email-Worm.Win32.Netsky.q

- Backdoor.Win32.Netbus.170

5. Kaxkue u3 nepeunciieHHbIX BPEIOHOCHBIX ITPOIPaMM OTHOCSITCS K TPOSTHCKUM Iporpammam?
- Virus.Win9x.CIH

- Email-Worm.Win32.Netsky.q

+ Trojan-Spy.Win32.Small.b

+ Backdoor.Win32.Netbus.170

6. BriOepu BepHbIC BapUaHThl OTBETOB:
+ BpEIOHOCHBIE TTPOTpaMMBbI CIIOCOOHBI 3apa3uTh (aiisl Ha flash-kapre mpu e€ urenun
- BPEJIOHOCHBIE ITPOTPaMMBbI CIIOCOOHBI 3apa3uTh (paiyibl Ha ONTUYECKOM JUCKE IPU €r0 YTCHUU
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+ BpeOHOCHBIE MPOTPaMMBbI CITIOCOOHBI CTEPETh NHPOPMAIIUIO Ha )KECTKOM JHCKE

7. Kak Ha3bIBaeTcsl mporpamma, pacinpOoCTpaHSIOIIAscCs MO CETeBbIM KaHalaM, CIIOCOOHas K
ABTOHOMHOMY IIPEOJIOJICHUIO CHUCTEM 3allMThl, a TaKK€ K CO3JaHUI0 U JajbHEHIIEMY
pacnpoCTPaHEHUIO CBOUX KOIHA?

- Bupyc

+ CeTteBoil 4YEpBb

- TpostHCKast mporpaMma

8. Kak Ha3bIBaeTcs mporpamma, criocoOHasi co374aBaTh CBOM KONMU W BHEAPATH UX B (ailiibl,
CHCTEMHBIE 00JIaCTH KOMIIBIOTEPA, & TAK)KE OCYLIECTBIATh UHbIE J€CTPYKTUBHBIC 1EHCTBUS?

+ Bupyc

- CeTeBoil 4epBb

- TpostHCKast mporpaMma

9. Kak Ha3pBaeTcs mporpamma, OTJIMYAIOMIAsCS OTCYTCTBHEM MEXaHU3Ma CO3/aHUs
COOCTBEHHBIX KONUH M IPOHUKAIOIIAsl B KOMIIBIOTEP O] BUIOM I0JIE3HBIX IpOrpamm?

- Bupyc

- CeTeBoil 4epBb

+ TposiHckas mporpamMma

10. Kakue BuAbI BPEJOHOCHBIX IMPOrpaMM CO3JAI0T CBOM BUPYCHBIC KOIHH B 3apaKCHHOM
KOMIbIOTEpE?

+ Bupycsl

+ CereBble YepBU

- TpostHCKHE TPOrpaMMBIL

11. Tlo ciocoOy MOATOTOBKM CBOMX KOMHUM BUPYCHI OBIBAIOT:
- 3arpy304Hble

+ Mertamop¢HsbIe

+ ITomumopdHbIe

- PeaunentHeie

12. Tlo criocoOy akTuBanuu (00OBHEKTaM 3apayKEHUs) BUPYCHI OBIBAIOT:
+ 3arpy3ouHbie

+ Makpo

+ daiinoBeie

- [TomumopdubIe

- Pe3unenrtHrie

13. ITo cnocoOy 3apaskeHusI BUPYCHI OBIBAIOT:
- Metamop¢Hsbie

+ PesnnenTHbIE

+ HepesuneHrHbie

- DaiinoBele

14. Kakwue Turbl ¢haiaoB cCiocoOHBI 3apa3uTh (HaiisIOBbIC BUPYCHI?
+ exe
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+dll
-avi
- doc

15. Kakwue tumsl ¢haiiaoB ciocOOHBI 3apa3uTh MaKPOBUPYCHI?
- exe

+ xls

+ doc

- txt

16. Kakwue tumbl ¢haiioB CiOCOOHBI 3apa3uTh CKPUIIT-BUPYCHI?
- exe

- doc

+ vbs

+js

17. Bupychl, Kakoro BH/1a MOCTOSTHHO HAXOSATCS B ONIEPATUBHON MaMsATH KOMITbIOTEpa?
+ pEe3UICHTHBIE

- Hepe3UCHTHbIE

18. Kakue 13 nepeyrcaeHHbIX BUAOB YepBeil ObIBAIOT?

+ P2P

- 3arpy30uHble

+ IlouToBBIE

+ CereBble

- DaiinoBele

19. Ilo BemMoOMHSAEMBIM (DYHKITUSM TPOSTHCKHUE MTPOTPAMMBbI ObIBAIOT:
+ KitaBuatypHble IITMOHBI

+ BeimoraTtenu

+ Iloxuturenu naponei

- MOHUTOpPHBIE MIMUOHBI

+ MoaudukaTopsl HacTpoek Opaysepa

20. Kakue criocoObl MPOHUKHOBEHHS B KOMITBIOTEP UCIOIB3YIOT TPOSHCKUE TPOrPaMMBbI?
+ Koonepanus

+ MackupoBka

- [Tomumopduzm

- CkaHMpOBaHUE IOPTOB

21. Yto W3 TEPEeUYUCICEHHOTO MOET SBIATHCS NPUYUHAMH TPOHUKHOBEHUS BPEJOHOCHBIX
MPOTrpaMM B KOMIIBIOTEP C YCTAHOBJIEHHOW aHTUBUPYCHOM MPOrpamMmoi?

+ AHTUBHPYC OTKJIFOUYEH

+ Bupyc enie He U3BECTEH aHTUBUPYCY

- Ucnonb3yercs 6ecrmaTHbI aHTHBUPYC

+ YcrapeBiue aHTUBUPYCHBIE 0a3bl

22. Uto u3 mepeuncienHoro otHocutcss k SIBHBIM mpu3nakam mpuCYTCTBHSI BPEIOHOCHBIX
IporpaMM B KOMIboTepe?
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+ BcruisiBaromue cooOmeHus

+ V3MeHeHne HacTpoek Opaysepa

- He3nakompble nporiecchl B maMsITH

+ HecankunoHUpOBaHHBIN 103BOH B IHTEpHET

23. YUto wu3 mnepeuncinenHoro otHocutcss k KOCBEHHBIM mnpusHakam — OpUCYTCTBUS
BPEIOHOCHBIX IIPOrpaMM B KOMIIbIOTEpE?

+ biiokupoBaHnue aHTUBUpPYCa

+ brnoknpoBaHue aHTUBUPYCHBIX CATOB

- U3menenne HacTpoek Opaysepa

- Heznakomsle mponecchl B aMsaTH

24. Yto u3 nepeunciaennoro otHocutcs K CKPBITBIM npusHakam NpUCYTCTBHUS BPEIOHOCHBIX
IporpaMM B KOMIIbIOTEpE?

- biokupoBaHue aHTUBUPYCHBIX CANTOB

+ He3nakoMmble nporiecchl B MaMsITH

+ HeoObruHas ceTeBasi akTUBHOCTh

- HecankunonupoBaHHbIii 103BOH B IHTEpHET

25. I'me cnenyer uckath MPOSBICHUS MPUCYTCTBUS BUPYCOB B cUCTEME?
+ gucrneTyep 3agad

- IaHEJb YIPaBJICHUS

+ CUCTEMHBIN peecTp

+ aBTo3arpyska

26 Yro wus3 MNEPCUUCIICHHOIO MOXKCT SABJIATHCA MNPUYMHAMU MNPOHUKHOBCHHUSA BPCAOHOCHBIX
MPOTrpaMM B KOMIIBIOTEP C YCTAaHOBJIEHHOW aHTUBUPYCHOM MPOrpamMmoi?

+ AHTUBHPYC OTKJIFOUEH I10JIb30BaTEIEM

+ HoBas BpeioHOCHasi mporpaMMa, eliie He U3BECTHAsi aHTUBHPYCY

- Ucnonb3yercs 6ecraTHbI aHTHBUPYC

+ YcrapeBiiue aHTUBUPYCHBIE 0a3bl

27. YToO W3 MEpeyrCICHHOT0 OTHOCUTCA K OpPraHM3allMOHHBIM METOJaM 3allluThl OT
BPEIOHOCHBIX ITpOrpamMm?

+ He oTKkpbIBaTh OYTOBBIE COOOLIEHHS OT HE3HAKOMBIX OTIIPABUTENEH

+ IIpoBepsATh Ha HaNWYKME BUPYCOB (hailiIbl, 3arpykaemble U3 ceTu MHTepHeT

- Ucnons3oBath OpaHaMayspsl

- YcranaBiMBaTh OOHOBJICHUS OTIEPALIMOHHON CUCTEMBI

+ PerynsipHo OOHOBIIATh AHTUBUPYCHBIE Oa3bI

28. UTo U3 MepedyuCcIEHHOr0 OTHOCUTCS K TEXHHYECKHMM METOJaM 3allluThl OT BPEJOHOCHBIX
nporpamm?

- He oTkpbIBaTh MOYTOBBIE COOOIIEHHS OT HE3HAKOMBIX OTIIPaBUTENEH

+ Hcnonb30BaTh OpaHaMaysphl

- PerymsipHo 0OHOBIIATH aHTUBUPYCHBIE 0a3bI

+ YcraHaBnMBaTh OOHOBICHUS MPUKIATHBIX IPOTPAMM

+ YcranaBnuBaTh OOHOBJICHHUS ONIEPAITMOHHONW CHCTEMBI

+ Hcnonb30BaTh aHTUCTIAM-(PHIIBTPBI
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29. Kak Ha3pIBaeTcs KJAacc MpOrpamM, IpeIHa3HAYeHHBIH Ui OOpbOBI C BpPEIOHOCHBIMHU
nporpamMmamu’?

- MaiiepBoIut

+ AHTUBHUpYC

- AHTUBpENOHOC

30. TexHonorust OOHApyKEHUS BpPEIOHOCHBIX TIPOrpaMM, OCHOBaHHas Ha HAaXOXJICHUH,
YHUKaJIbHasl IOCJEI0BAaTENIbHOCTH OalT, NPUCYTCTBYIOLIEH B JaHHOM BHpPycE U HE
BCTpEYarolieiics B APYyrux NporpaMMax Ha3bIBaeTcs — ...

+ CUrHaTypHBIM aHAJIU30M

- BepoATHOCTHBIM aHAIU30M

- OMYJISIIUOHHBIM aHATTU30M

31. Kakue TeXHOJIOTHH OTHOCATCS K TaK HAa3bIBAEMOW MPOAKTUBHOM 3a1uTe?
+ IloBeneHUEeCKUH aHaIN3

- CUrHatypHbIil aHaIu3

+ Ilecoununa

+ DBpHUCTUYECKUHN aHAIINU3

32. TexHonoruss OOHAapy>KE€HUs BPEIOHOCHBIX MPOTrpaMM, OCHOBAaHHAs Ha BBISBICHUU
MOJIO3PUTENBHBIX 0OBEKTOB, HA3BIBACTCS — ...

- CUrHAaTYpHBIM aHAJIU30M

+ BepoATHOCTHBIM aHAIU30M

- OMYJIALIMOHHBIM aHAJIN30M

33. UTo u3 MEepeurciIeHHOTO CIOCOOCH MPOW3BECTH AaHTHUBHPYC C HAWICHHOW BPEIOHOCHOU
nporpammoii, ucnons3yss CUI'HATYPHBIE metoner oOHapysxeHus?

- Briate cooOmienre o HaIMYMe MOA03PUTEITHHOTO 00bEKTa

+ OTnpaBuTh (Paiia B KapaHTUH

+ IlombITaThCS BBUICUUTD (paiii

+ Y nanuth uHQUUUPOBAHHBIN (aiin

34. Uto U3 mepedrcIeHHOrO CIOCOOEH MPOW3BECTH AHTUBUPYC C HAWJICHHOW BPEIOHOCHOMN
nporpammoii, ucnons3yss BEPOSTHOCTHBIE meroasr o0HapyxeHus?

+ BbIaTh coo0IIeHue 0 HaJTMYUE MO03PUTEIBHOT0 00BEKTa

- OtnipaBuTh aiia B KapaHTUH

- [TonbITaThCs BHUICUHTSD (haiin

- Y nanuth nHOUIIMPOBAHHBIN (Haiis

35. Kakoif BHJI aHTHUBUPYCOB 3allOMUHAET COCTOSHHE (AMIIOBOM CHUCTEMBI, YTO JENacT B
IajabHeHIIeM BO3MOKHBIM aHAIN3 U3MEHEHUN?

+ PeBuszop

- Ckanep

- MonwuTop

36. UTo BXOIUT B MUHUMAJIbHBIN HA0OP BO3MOXXHOCTEH OOBIYHOTO aHTUBHpYyca?
- bpannmaysp
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+ Moy 0OHOBJICHHS] aHTUBUPYCHOM Oa3bl
+ Monurop

+ Ckanep

- [IpoakTrBHasA 3amuTa

37. Kakoii Moaynb aHTUBHPYCHOM MpOrpaMMbl MpoBepseT Bce (ailibl U MPOIECCHI,
HaXOJALIMECs B ONIEPaTUBHON IaMsTh?

- Moaynb 0OHOBIIEHUS! aHTUBUPYCHOI 0a3bl

+ Monutop

- Ckanep

- bpanamaysp

38. Kakoif Momyiab aHTHBHUPYCHOH MpPOTpaMMbl TPOBOAUT TOJHYIO TIPOBEPKY (haiiyioB
XpaHAIMUXCA Ha BCEX HOCUTEISIX HHpOpMaun?

- AHTHXaKep

- Monurop

+ Ckanep

- bpannmaysp

39. Uem oTnmuaercst 006JauHbli aHTUBUPYC OT OOBIYHOTO?

- He ymeer neunts 3apaskeHHbIE (halIIbI

+ He TpeOyercst OOHOBIATH aHTUBUPYCHBIE 0a3bI

+ OYHKUMOHUPYET TOJIBKO NPH HATMYUM MOJKIIOUYEHUs K ceTu HTepHeT
+ AnTHBHpYCcHas 0a3za HaxonuTcs B IHTepHeTe

40. Yem ormnmyaercs antuBupycHas yruwiura Dr.Web Curelt ot o6bsr4nor0 antuBupyca?
- He ymeer neunts 3apaskeHHbIE (halIIbI

+ He no3BosisieT 0OHOBIATH aHTUBUPYCHBIE 0a3bI

+ He TpebyeTt ycTaHOBKH

+ He KOH(IUKTYET ¢ APYrUMH aHTUBUPYCAMHU

41. Kakue u3 NepeunciIeHHbIX aHTUBUPYCHBIX MPOrpaMM OECIUIaTHBIC WM UMEIOT OeCIIaTHbIE
BepcHUM?

+ Avira

- Panda

- Eset NOD32

+ Avast

- AnTuBupyc Kacnepckoro

42. Kakue u3 nepevrciIeHHbIX aHTUBUPYCHBIX IPOTPAMM OTHOCATCS K OTE€UECTBEHHBIM?
- Avira

+ Dr.Web

- Eset NOD32

- Avast

+ AntuBupyc Kacnepckoro

43. Kakasgs W3 TEpEYHCICHHBIX AHTHBHPYCHBIX MPOrpaMM pacHpOCTPAHSETCS C OTKPBITHIM
UCXOIHBIM KOIOM?
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+ ClamAV

- Avira

- Windows Defender
- Avast

- HCT BEPHOI'0 OTBETA

44, Kakas U3 MepeunciIeHHBIX aHTUBUPYCHBIX ITPOTPAMM BXOJIUT B COCTAB COBPEMEHHBIX BEPCUIA
OC Windows?

- Windows ClamAV

- Windows Antivirus

+ Windows Defender

3.Tabnwuia ¢hopM TECTOBBIX 3aaHHI

Bcero T3 W3 Hux xonmmdectBo T3 B hopme
3aKPBITHIX OTKPBITHIX Ha Ha TIOPSI0K
COOTBETCTBUE
wT. % mT. % mT. % mT. %
100% 100 - - -

4. Tabnuma OTBETOB K TECTOBBIM 3aIaHUAM
BepHble 0TBEThI OTMEUYEHBI 3HAKOM « + », HEBEPHBIE OTMEUEHBI 3HAKOM « - ».

Kommuiekt onenounsix 3amanuii Ne5 mo Pazmeny 2. IlporpaMMHO-TeXHHYECKHE CpPEICTBA
obecrieuenust nHGopmaronHon O6e3omacHocTH, Teme 2.4. CpencTBa pe3epBHOTO KOMMMPOBAHUS
(AynuTopHas caMmocTosiTeNbHas paboTa).

1. Cnemmndukanus banka tectoBbiXx 3amanuii mo Paszmenmy 2. IlporpamMHO-TeXHHUYECKHE
cpeactBa obecriedeHuss MHPoOpManmoHHoW Oe3omacHoct, Teme 2.4. CpeactBa pe3epBHOTO
KOIMPOBAHUS.

2. Conepxxanue banka TeCTOBBIX 3alaHUI
WNHcTpyKIius: BRIOEpH MPaBMIIBHBIN(E) OTBET(BI).

1. Kakum emie TepMuHOM 0003HAYAETCs PE3EPBHOE KOIMUPOBaHUE?
+ Backup
- Background
- Backdoor
- I’Il be back

2. Ilpm xakoMm BHJIE PE3EPBHOTO KOMMPOBAHHS CO3JAETCs TEepBas KOMHS IMOJHAs, BTOpas —
OTJIMYME OT MEPBOI1, TPEThsI CHOBA MOJIHAS U T.1.7

+ nuddepeHnuanrHOM

- MHKPCMCHTAJIbHOM

- HHTETPATHLHOM

3. Ilpm xakoMm BHJE pE3epPBHOIO KOMMPOBAHUS CO3JAETCs IepBas KOMMs IOJHAs, BTOpas —
OTJIMYME OT NEPBOM, TPEThs — OTJIIMYNE OT BTOPOM U T.A.7

- mudepeHmanbHOM

+ MHKpEMEHTAJIbHOM

- HIHTErpaIbHOM
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4. Kakoit Bua peszepBHoro kommpoBanus 3aHumaeT BOJIBIIIE Bcero mecta Ha HOCHTENSX
uHpopmManuu?

- mudepeHInanbHbIN

+ MOJTHBIN

- THKPEMEHTAJIbHbBIN

5. Kakoii Bux pesepBHOro kommpoBauus cambiii DKOHOMHBIM ¢ Toukn 3penms
3aHMMAaeMOT'0 MeCTa Ha HOCUTENSIX HH(opManun?

- mudepeHInanbHbIN

- TIOJTHBIN

+ MHKpEMEHTaJIbHbBIN

6. Kakoii Bug pesepsHoro konupoBanus Tpedyer HAUBOJIBIIEE konndecTBO BpeMeHH Ha
CO3/1aHHE PE3EPBHBIX KOMUNA?

- mudepeHIuanbHbIN

+ MOJTHBIN

- THKPEMEHTAJIbHbBIN

7.  Kakoii Bun pezepBHoro konupoBanus Tpedyer HAMMMEHBIIEE konnuecTBo BpeMeHU Ha
CO3/1aHHE PE3EPBHBIX KOMUN?

- mudepeHInanbHbIN

- TIOJTHBIN

+ MHKpEMEHTaJIbHbBIN

8. Kak HasbpIBaeTCsS BHJI PE3CPBHOIO KONMUPOBAHUS, MPU KOTOPOM CO3JAETCS CBOCOOpPA3HBIN
«CHHUMOK) JKE€CTKOTO JMCKA M KOMUPYETCsl Ha HOCUTENb CEKTOP 32 CEKTOPOM?

- KJIIOHUPOBaHUE

- IIOJIHOE

+ co3manue obpasza

9.  UYro u3 nepeunciennoro HAUMEHEE noaxoauT asis XxpaHeHus pe3epPBHBIX KOMTHA?
- )KECTKUU JUCK

+ ONITHYECKUH OUCK

- KacceTa cTpumMepa

10. Yro u3 nepeuncnernoro HAMBOJIEE noaxonuT uist XpaHeHHsI pe3epBHBIX KOMU?
- )KECTKUU JTUCK

- ONTHUYECKUI TUCK

+ KacceTa cTpuMepa

11. Yro u3 nepeuncnernoro HAMBOJIEE noaxoauT nmst XpaHeHHs pe3epBHBIX KOMHN?
- (hnemka

+ JKECTKUI OUCK

- ONTHUYECKUI TUCK

12. Kakoii cnoco0 pe3epBHOTO KOMMPOBAHMS OCYIIECTBIIACTCS B PESKUME PEaTbHOTO BPEMEHU?
- BUPTYyaJIbHOE
- peasibHOE
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- XOJIOJTHOE
+ ropsiaee

13. Yrto wnHeobOxoammo mnpeanpuHumath s [IOBBIIIIEHUWS HagexxHOCTH pe3epBHOTO
KOMUPOBaHUS?

+ co31aBaTh MUHUMYM JBE€ PE3EPBHBIE KOIIUU

+ NepUOANYECKH MPOBEPSITH PE3EPBHBIE KOTHH

- XpPaHHUTh BCE KONIUU B OJJHOM MECTE

- IOBEPSITh PE3EPBHOE KOMUPOBAHUE CAMHUM ITOJIb30BaTENSAM

14. Yro u3 nepeuncnernoro HE OTHOCHUTCSI k cxemam poTaruu pe3epBHBIX KOTTHIA?
- 0OJIHOPA30BOE KOTUPOBAHUE

- «IIe/1, OTell, ChIH»

+ «BaBuJIOHCKasT OaIITHs»

+ HHKpEMEHTAIbHOE KOIMPOBaHUE

15. Kakas u3 npenyio)KeHHBIX CXeM POTAIlUU PE3EPBHBIX KOIHUMA caMast IpocTasi?
+ 0JIHOpa30BO€ KOIMUPOBAHUE

- IpOCTasi poTanus

- «aca, oTcLl, CbIH»

16. Kakoii Habop AT WHKPEMEHTATHHOTO KOMHPOBAHUS HA3BIBAETCS «CHIHOM» B CXEMeE
pOTaLMH «JIe/l, OTEL, ChIH»?

+ €XKEOHEBHOE

- ©KEHEICITBbHOE

- ©KEMECAYHOE

17. Kakoit Tun RAID nonomHuTensHO COXpaHsieT KOHTPOJIbHbIE CyMMbI HH(OpMaIiu?
-RAID 0

-RAID 1

+RAID 5

- RAID 10

-JBOD

18. Kakoit tunm RAID mnpegHasHadyeH TOJBKO JJIsi TOBBIIMICHHUS MPOW3BOIUTEIHPHOCTH W HE
001amaeT H30BITOYHOCTRIO?

+ RAID 0

-RAID 1

-RAID 5

-RAID 10

-JBOD

19. Kakoi#t tunm RAID coctoutr u3 2-X NUCKOB W WMH(OpMAIUs MOJHOCTBIO TyOIUpyeTcsl Ha
BTOPOM JiicKe?

-RAID 0

+RAID 1

- RAID 5

- RAID 10
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-JBOD

20. Kakoii tun RAID npennasHaueH W [Jis TIOBBIMICHUS TPOW3BOAUTEIBHOCTH M IS
ITOBBIIIICHU A COXpaHHOCTI/I I[aHHI:IX?

-RAID O
-RAID 1
-RAID 5
+ RAID 10
-JBOD

3.Tabnwuia GopM TECTOBBIX 3aaHHI

Bcero T3 13 nux xonmuectBo T3 B hopme

3aKPBITHIX OTKPBITBIX Ha Ha TIOPSI0K
COOTBETCTBUE
mT. % mT. % mT. % mT. %
100% 100 - - -

4. Tabnuma OTBETOB K TECTOBBIM 3aIaHUAM
BepHble 0TBEThl OTMEUYEHBI 3HAKOM « + », HEBEPHBIE OTMEUEHBI 3HAKOM « - ».

Kommiekt omeHounbix 3amanuii Ne6 mo  Pasmeny 3. HopmaTuBHO-TIpaBOBBIE OCHOBBI
uHpopmannonHoit ©Oe3onmacHoctu, Teme 3.1. IlpaBoBoe obecneueHue HHPOPMALMOHHOM
o6ezonacHocty  u Teme 3.2. CranmapTel WHGOPMAIMOHHOW Oe30macHOCTH (AyauTopHas
caMmocTosiTeNbHas paboTa).

1. Crneundukammst banka TtecrtoBbix 3amanuii mo Pazmeny 3. HopmaTuBHO-TIpaBOBBIC
OCHOBBI HH(pOpMannoHHOM OezomacHoctH, Teme 3.1. [IpaBoBoe obecneueHne HHPOPMALMOHHOM
6e3onacHocty u Teme 3.2. CtanmapThl HHPOPMAIIMOHHON OE30MaCHOCTH.

2. Conepxanue banka TECTOBBIX 3a/laHUN

WNHcTpyKIius: BRIOEpH MPaBMIIBHBIN(E) OTBET(BI).

1. B kakux Poccuiickux 3aKOHOAATENBbHBIX aKTaX pacCMaTPUBAIOTCS BOIIPOCHI
nH(pOpPMAIIMOHHOH 0e30macHOCTH?

- 3akoH «O 3amnuTe nHOOpPMAITUN»

- Nudopmannonnsiii kogexc PO

+ YronoBHEIN Kogekc PD

+ 3akoH «O0 aBTOPCKOM IIpaBe»

+ 3akoH «O0 3eKTPOHHOM TOITUCHY

+ 3akoH «O06 nHpopmay, THPOPMALTMOHHBIX TEXHOJIOTUAX U O 3aLIUTE HHPOPMALIUN

2. Kakoii 3akononarensubiii akt TAPAHTUPYET rpaxnanuny [IPABO cBoO0IHO HCKaTh,
OJIy4aTh, IIepeaBaTh, MPOU3BOINUTE U PACIIPOCTPAHATH HH(OPMAIIHIO JTHOOBIM 3aKOHHBIM
crrocooom?

- 3akoH «O 3amnuTe nHOOpPMAITUN»

+ Koncrutyuusa PO

- YronoBHbIN Konekc PO

3. B kakux Poccuiickux 3aKOHOJATENBHBIX aKTaX PACCMATPUBAIOTCS BOIIPOCHI
OTBETCTBEHHOCTMU B o6mnacti uadopMaimoHHoi 6e30nacHoCTh?
+ 3akoH «O0 uHbOopMani, HHPOPMAIIMOHHBIX TEXHOJIOTHAX M O 3aIIUTe HH()OpMAITUN)»




60

- Koncrturyuus PO
+ VYromoBHLIN Kogekc PO

4. 3a kakue BUbI MPECTYIUICHUH B 0071acT HHPOPMAITMOHHON 6€30MaCHOCTH IPEYCMOTPEHBI
HAKA3AHMWMA B YronoBHoM konekce PO?

+ HEeMpaBOMEPHBII TOCTYI K KOMIBIOTEPHON HH(POPMAITUT

+ co3gaHue, UCIOJIb30BaHNE U PACIIPOCTPAHEHUE BPEJOHOCHBIX IIPOrpaMM

+ HapyuieHue npasui dKciuryaranuu O9BM

- UCTOJIb30BAHNE KOHTPA()AKTHOMN MPOAYKIIUI

5. 3a kakue BHJBI IPECTYIUICHUH B 00J1acTH MH(POPMAITMOHHON 0€30MacHOCTH B YTOJIOBHOM
kozaekce PO npenycmorpeno JIMIIEHUE CBOBO/IbI?

+ HEeMpaBOMEPHBIH TOCTYN K KOMITBIOTEPHOU HH(pOpMAITUN

+ co3zaHue, UCIOIb30BaHUE U PACIIPOCTPAHEHUE BPEAOHOCHBIX MPOTPaMM

+ HapylIeHue TpaBuiI dKCcIuTyaraiuu DBM

- HCTIOJIb30BaHNEe KOHTPAa()aKTHON TIPOAYKIIMH

6. 3a xakoe mpecTyrieHue B 00J1acTH HH(POPMAIIMOHHON 0€301acHOCTH YTOJOBHBIM KOAEKC
P® npenycmarpuBaer CAMOE CYPOBOE HAKA3AHUE, numenue cBOOOIbI HA CPOK 710
CeMH JIeT?

- HapyILIEeHUE TpaBuJl SKCIuTyaraiuu OBM

- HEMPABOMEPHBIH TOCTYI K KOMIBIOTEPHOH HH(pOpMaIiu

+ co3ganue, UCIOJIB30BaHNE U PACIIPOCTPAHEHUE BPEJOHOCHBIX IIPOrpaMM

7. K kakomy Ki1accy OTHOCSATCS CTaHJAPThI, PErJIaMEHTHPYIOIINE Pa3InYHbIC aCIICKTHI
peanu3aly U UCTIOJIb30BaHMsI CPEICTB U METOIOB 3AIIUTHI?

- OLICHOYHBIE

+ cneundukanuu

8. K kakomy KiacCcy OTHOCSTCSI CTaHIAPThI, MPeAHA3HAYCHHBIC JIsl OIEHKU U KiIaccu(uKaum
WH(POPMAITMOHHBIX CHCTEM U CPEJICTB 3aIUTHI 110 TpeOOBaHUSIM Oe30macHOCTH?

+ OLIEHOYHEIE

- crienuuKaIuu

9. Kakoii u3 nepeunciaeHHbIX cTanaapToB PO, sBisieTcst Hanbosee MOJHBIM Ha TaHHBIA MOMEHT
1 Ha3bIBaeTcs Takxke «OO0mme KpUTepru OLIeHKH 0€30MaCHOCTH HH(POPMAIIMOHHBIX
TEXHOJIOTUI»?

- 'OCT P 50922-96 3amuTa nnpopmanyuu. OCHOBHbIE TEPMUHBI U OTIPEICICHUSI.

-T'OCT P 51275-99 3amura uadopmaruu. O0beKT HHPOpMATH3AITII

+ 'OCT P UCO/MDK 15408 MeToibl 1 cpeficTBa o0ecriedeHus 0€30IacHOCTH

10. Kakue 13 nepeyrcIeHHbIX CTaHAapTOB sABIs0TCS Poccuiickumu?
+ T'OCT P 50922-96

+ P 50.1.053-2005

+ I'OCT P UCO/MDBK 15408

- BS 7799-1:2005

- «OpaHxXeBasi KHUTa»
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11. Kakas MexayHapoHas OpraHu3aIs 3aHUMaeTCs pa3paboTKON CTaHIAPTOB
nH(pOpPMAIIMOHHOH 0e30macHOCTH?

-T'OCT

- AES

+1S0O

-BS

12. Ko sBnsercs pazpaborunkom ctangapra BS 7799-1:2005 «[IpakTuueckue npasuia
yrpasieHus: UHOOPMAITMOHHOW 0€301MacCHOCThIO»?

- Poccus

- CIIA

+ BenukoOpurtanus

- MexnyHnapoiHast OpraHu3anus 1Mo CTaHapTH3ALUH

13. Ko sBmsiercs pazpadorurkom ctanaapra ISO/IEC 17799:2005 — «MadbopmanioHHbIe
TexHosoruu — TexHonoruu 6e3onacHoctu — [IpakTuyeckue npaBuia MEHEKMEHTA
nH(pOpMaITMOHHOM 6€30MmacHOCTHY?

- Poccus

- BenmukoOpuranms

+ MexayHapoiHasi OpraHu3alus 0 CTaHJapTU3aLUN

14. Kax o¢duimanbHO Ha3bIBAETCS CTAaHAAPT, OOBIYHO YIOMUHAEMBbIH Kak «OpaHxkeBast KHUTa»?
- Kputepun 6e3omacHocTi nHOOPMAITMOHHBIX CUCTEM

+ Kpurepun onieHKM JOBEPEHHBIX KOMIIBIOTEPHBIX CUCTEM

- Kputepun onieHkH HHPOPMALMOHHBIX CHCTEM

15. BriGepu BepHBIC OTBETHI:

+ OpanrkeBasi KHUT'a SIBISETCS IPAPOJUTEIEM MHOTHUX HAllMOHAJIBHBIX CTaHIapTOB
6e3omacuoctu 1IC

+ OpanrkeBasi KHUT'a OLICHUBAeET cTeneHb 1oBepust kK MIC B 3aBucuMocTH oT ucnonb3dyeMoil B 1IC
MOJIEJIN YIIPABJICHUS TOCTYIIOM

+ OpamnxeBas kHura pazpadorana B CILIA

- OpanxeBasi KHUTA SIBISIETCS BpUTaHCKUM CTaHIapTOM

16. Kaxkoii kimacc 6€30macHOCTH KOMIIBIOTEPHBIX cucTeM 1Mo «OpaHKeBOW KHUTE» 00eCIeurnBaeT
HAUWBOJIBIIEE NOBEPUE (o6ecnieunBaet nyumryro 3amunieHHocTs UC)?

+ ypoBeHb A

- ypoBeHb B

- ypoBeHb C

- ypoBeHs D

- ypoBeHb E

17. Kaxkoit kimacc 6€30macHOCTH KOMIBIOTEPHBIX cucTeM 1Mo «OpaHKeBOW KHUTE» 00eCIeurnBacT
HAVMEHBIINN JIOBEPUE (o6ecneunBaeT Xyamyo 3amuiierHocTs MC)?

- YpOBEHb A

- ypoBeHb B

- ypoBeHb C

+ yposens D
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- ypoBeHb E

18. Kaxk Ha3zwiBaetcs ypoBeHb C corimacHo «OpaH)XKeBOM KHUATE)»?
- HEYJIOBJICTBOPUTEIIBbHBIM YPOBEHb O€30MIaCHOCTH

- IPUHYIUTEIHFHOE YITPAaBICHUE JOCTYIIOM

+ IIPOU3BOJIBHOE YIIPABIECHHUE JOCTYIIOM

19. Kak Ha3bIBaeTcs ypoBeHb A coriacHo «OpaHKeBOH KHUTe»?
+ Bepuduiupyemasi 6€30mMacHOCTb

- HEYJIOBJICTBOPUTEIIbHBIM YPOBEHb O€30MIaCHOCTH

- IPUHYIUTEIBHOE YIIPABIECHUE JOCTYIIOM

20. Kak na3zwiBaetcst ypoBeHb D cornacHo «OpaHkeBol KHUTE»?
- Bepuuuupyemas 6e301mMacHOCTh

+ HEYZOBJIETBOPUTENIBHBIH YPOBEHb O€30MTaCHOCTH

- IPOU3BOJILHOE YIIPABIICHUE TOCTYIIOM

3.Tabnwuia GopM TECTOBBIX 3aaHHI

Bcero T3 W3 Hux xonmumdectBo T3 B hopme
3aKPBITHIX OTKPBITHIX Ha Ha TIOPSI0K
COOTBETCTBUE
wT. % mT. % mT. % mT. %
100% 100 - - -

4. Tabauna OTBETOB K TECTOBBIM 3aJaHUSIM
Bepnbie 0TBETBI OTMEYEHBI 3HAKOM « T », HEBEPHBIE OTMEUEHBI 3HAKOM « - ».

Kommnexkr oneHounslx 3amanuii Ne/ mo  Paszpmeny 4. OpraHu3allMOHHO-TEXHUYECKUE U
peXUMHBIE METOJIbI oOecrieueHus nH(popmanmonHoi Oe3omacHoctH, Tema 4.1. TlponeaypHbrit
ypoBeHb uH(poOpManMOHHON OezonmacHocth U Tema 4.2. AJMUHUCTPaTHBHBIM YpOBEHb
nHpopManmoHHOM 6e30macHOCTH (AyIUTOpHAsT CaMOCTOATENbHAs padoTa).

1. Cnenuduxanus banka rectoBbix 3aganuii o Pazneny 3. OpraHn3alinOHHO-TEXHUYECKHE
1 PSKUMHBIC METOBI 0OecrieueHust tHGOpMaIMOHHON 6e3onacHocTH, Teme 3.1.
AJMMHHCTpPaTUBHBIN YpoBeHb HH(pOpMaIMOHHOM Oe3omacHoctu U Teme 3.2. [IponenypHblit
ypOBEeHb HH()OPMAITMOHHON O€30TTaCHOCTH.

2. Conepxanue banka TeCTOBBIX 3alaHUI
WNHcTpyKius: BRIOEpH MPaBHIIbHBIN(E) OTBET(BI).

1. K ypoBHiO oOecrieueHuss HHPOPMANMOHHON O€30MACHOCTH TPEANPUATHS OTHOCHUTCS
[TonuTrka nHpOPMAIMOHHON 6€30MacHOCTH?

+ aIMHUHUCTPATUBHBIN

- IPOrPaMMHO-TEXHUYECKU I

- HOpPMAaTUBHO-TIPABOBOM

2. Uto u3 mepeuncieHHOro MOXKHO cuuTarh 3¢dexkTuBHON [lomuTnkol WHGOPMAITMOHHON
0€30MaCHOCTH MPEANPUATHS?

+ COBOKYITHOCTh HOPMATHBHBIX JIOKYMEHTOB, HHCTPYKIINH, PETIIAMEHTOB, TIPOIICYpP U T.II. B

obnactu nH()OPMAIIMOHHON OE30TTaCHOCTH
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- KOMIUIEKT UHCTPYKLMH JJ1s TIOJIb30BaTENIeH
- IaKeT IOKYMEHTOB Ha TeMy UH(POPMALIMOHHOM 0e301MacHOCTH

3. Kakum cnocobom uyume co3gaBate d¢¢dexktuBHyo Ilomutuky HHPOPMALMOHHON
0e3omacHOCTH?

+ pa3zpaboTaTh CaMOCTOSITEIHHO

- B35ITh FOTOBYIO B ceTu MIHTepHeT

- Ucnoab30BaTh cooTBeTcTBYIOMUN ['OCT

4. Kax nHazweBaercsa pasnen [lomutuku wHPOPMAIMOHHOW OE30MACHOCTH, MOATBEPKIAFOIINN
3aMHTEPECOBAHHOCTD BBICIIIETO PYKOBOJACTBA OpraHU3aIluu MpobjaeMaMu WH(POPMaIMOHHON
Oe3omacHoCTH?

+ BBOJIHBIN pa3aen

- pazzen ynpaBlieHuUs

- FOPUINYECKUI pa3nien

- pa3aen (GU3NIecKoi 3aiIuThl

5. Kak HaspBaercs pasznen Ilomutuku wuHMOpMAMOHHONH O0€30MaCHOCTH, OIMMCHIBAIOLIHIA
MOJIXO/ K YIIPaBJICHUIO KOMIIBIOTEPAMU M CETSAMM Nepeaauyl TaHHbIX?

- BBOJHBIN pa3zeln

+ paszaen ynpaBJICHUS

- JOPUAMYECKUH pas3zel

- paznen GU3UIECKOM 3alTUThI

6. Kak naswBaercs paznen [lomutuku wmHGOpPMAITMOHHONW OE€30MAaCHOCTH, TOITBEPKIAIONTUN
COOTBETCTBHE MOJUTHKH UH(OPMAIIIOHHON 0€30IaCHOCTH TEKYIIEMY 3aKOHO/IaTeNIbCTBY?

- BBOJHBIN pazzen

- pa3zen yrnpaBJIeHUs

+ IOPUANYECKHI pa3aen

- pa3aen (GpU3NIecKoi 3aiIuThl

7. B xakowm pazzene [Tonutuku nH(pOpMAIMOHHON 0€30MaCHOCTH MOTYT OBITH OIUCAHBI TUIIBI
MTOMENICHUH OpraHU3alNKi U HEOOXOIUMBIE JIJIsI HUX MEPhI 0€30MaCHOCTH?

- BBOJHBIN pa3zen

- pa3zien ynpaBJeHHs

- FOPUAMYECKUH pas3zael

+ paznen pu3nuecKoi 3aIuThl

8. Uto u3 mepeuncIeHHOro OTHOCUTCS K IPUHITUIIAM YIIPABIICHUSI TIEPCOHATIOM?
+ MUHUMU3ALUA [IPUBUIIETUI

+ pasnenenue 00s13aHHOCTEN

- pazzeneHue IpUBUIIEI Uil

- MAaKCUMM3AIHA 00I3aHHOCTEN

9. BeolaeneHnue mNoONB30BATENSIM TOJBKO TEX MpaB JOCTyMa, KOTOPbIE HEOOXOAUMBI UM JUIS
BBITOJIHEHUS CITYKEeOHBIX 00s13aHHOCTEN, Ha3bIBACTCS — ...

+ MUHUMU3AIMENH IPUBUIIETUI

- pa3zeneHrueM O00s3aHHOCTEH
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- MUHUMHA3ALMER 00513aHHOCTEN
- paszzeneHueM IPUBUIIETUI

10. Pacnpenenenue poneil 1 OTBETCTBEHHOCTH, TaK YTOOBI OJMH YEJIOBEK HE MOT HAPYIIHThH
KPUTHYECKH BaXHBIN JIJIs1 OPraHU3AIUH MTPOIIECC, HA3bIBACTCS — ...

- MUHUMU3ALUEN TPUBUIIETUI

+ paszneneHrueM 00s13aHHOCTEH

- MUHUMM3AIHEN 00s13aHHOCTEH

- pa3aeneHrueM NpUBUIIETUIA

11. B kakux cioydasx HEOOXOAMMO JTUKBUIUPOBATH MMPaBa JOCTYIIA MOIH30BaATEs?
+ P YBOJILHEHUU COTPYIHUKA

- IPY HAXOKJCHUH COTPYIHUKA B OTIYCKE

+ OpU CMEHE TOJKHOCTU COTPYIHUKOM

- [IpH MOJIYYEHUU BHITOBOPA COTPYIHUKOM

12. B xakoii MOMEHT HaYMHAETCS YIPABICHUE ITEPCOHATIOM?
- IpU MOJ00pE KaHIUIATOB HA HOBYIO JOJDKHOCTh

+ IIpH COCTaBJICHUH ONMCAHUS HOBOM TODKHOCTH

- TIpHU pueMe Ha paboTy HOBOTO COTPYIHUKA

- C TIEpBOTO PabOYero THSI HOBOTO COTPYAHHUKA

13. [Ipn yBOJIBHEHWH COTPYJHHKA C TOYKH 3peHHs HWH(POPMAIMOHHOW OE30MacHOCTH,
HE00X0AUMO:

+ OPUHATH BCE MAapOIH

+ IpUHATH 000pYIOBaHHE

+ JTMKBUIMPOBATH MIpaBa JOCTYIa YBOJIEHHOTO

- (hopmaTupoBath Bce yCTpOiCTBa XpaHEeHUs WH(OPMAIIUU, KOTOPBIMU TIOJIB30BAJICS COTPYAHHUK

14. B kakoM MecTe OpraHM3alMH JIOJDKHA HAXOIUTHCS CEpBEpHAs KOMHATA C TOYKH 3PCHHUS
nH(popMaInmoHHOM 6e30macHOCTH?

+ BIIaJI OT OCHOBHOTO MOTOKA IMOCETHTENEH

- TOYHO B TeorpauIeckoM IIEHTPE OpraHnu3aluu

- OJKe K TJIaBHOMY BXOJTY B 3/1aHUE

- OKe K KaOWHETY pYKOBOJIUTENS OPraHU3aluH

15. Kak ©HeoOxomuMo 0003HA4YWTh CEPBEPHYIO KOMHATY Ha pa3WYHBIX YKa3aTelnsiX |
HACTEHHBIX KapTax B OpraHU3alMU ¢ TOUYKH 3peHHs HHPOPMALIMOHHOH 0e30macHOCTH?

+ 0003HaYaTh HE CTOUT

- cepBepHas KOMHATa

- ”H(OPMAIIMOHHBIN TIEHTP

16. Yto wu3 mnepeuyucieHHOr0 MOXXHO HCIOJIb30BaTh B KayeCTBE DJEKTPOHHBIX CHUCTEM
O0OHapyKEHHS 3T0YMBIIIIEHHUKOB?

+ OXpaHHYIO CUTHAJIN3ALUIO

- KOJIOBBIE 3aMKU

+ KaMmephl BUJICOHAOTIOACHUS

- MEXKCETEBBIEC DKPAHEI
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17. Kakoii Tum 3aMKa MOXET TIO3BOJIATh YCTAHABIUBAThH Pa3IMuHbIe KOMOWHAIIUY IS KaXKIOTO
MOJIH30BATENS M BECTH KYPHAJI COOBITHI PErUCTPAIMH TOJIb30BaTeNeh?

+ 3JIEKTPOHHBIN KOJOBBIN

- MEXaHUYECKUN KOJIOBEIN

- M000# KOJOBBII

18. Kakwue Tumsl 1aTYUKOB UCTIONB3YIOTCS IS (PU3MUECKON 3aIIUThI CEPBEPHOI KOMHATHI?
+ IOXKapHEbIE

+ OXpaHHbBIE

+ IPOTEYKH BOJBI

- 00pbIBa Kabemst TUTaHHS

19. Kakwue ObIBAIOT THIIBI TOKAPHBIX JATYUKOB?
+ IBIMOBEIE

+ TeroBbIE

- KOHTAKTHbIE

- EMKOCTHBIE

20. Yro M3 mepevurcIeHHOr0 OTHOCUTCS K OXPAHHON CUTHATH3AINH?
+ €MKOCTHBIC TaTYHUKH

+ JATYMKH IBYDKEHUS

+ uHbpakpacHbie (Ja3epHbIC) TaTYUKH

+ BUOpaIMOHHBIC JATYNKH

- IBIMOBBIE TaTYHKHU

21. UYto M3 MepeuncIeHHOTO OTHOCUTCS K TIOYKapHOUW CUTHATU3AINH?
- @MKOCTHBIC JaTUYUKH

+ TEIIOBBIC JATYUKH

- TATYUKH MPOTECUKU

- BUOpallOHHBIE JaTYUKH

+ IBIMOBBIC TATYUKU

22. Urto U3 nepeyrcieHHOr0 OTHOCUTCS K CPEJICTBAM 3alUThI KaOelIbHOM CUCTEMBI CeTH?
- OXpaHHbIC JaTYNKU

+ Kabenb-KaHaJbl

+ TrepMeTHYHbIC TOJIUITHIICHOBEIE PyKaBa

- KaMepbl HAOJTIOICHUS

23. Kakywo cucreMy TMOXApOTYIICHHUSI MPEANOYTUTEIbHEE WCIOIb30BaTh B CEPBEPHBIX
KOMHarax”?

- ICHHYIO

+ ra3oByIo

- IOPOLIKOBYIO

24. Kaxoii BapuaHT HacTpoiiku 3aumTsl B BIOS nocraTtouen ans 3amuThl KOMIbIOTEpPA OT
HECAaHKIIHOHUPOBAHHOTO JOCTYyIa?
- mapoJib Ha Bxo B BIOS
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- TapOJIb HA BXOJI B CUCTEMY
+ 00a mapos

25. Yro npeacrasnsger coboit komHata UT-6e3omacHoctu?

+ MoxynpHas KOHCTPYKIHS THIIA TOMEIIEHHE B IIOMEIICHUH

- KaOMHeT 00y4eHHs HHPOPMALIMOHHON 0€301MacHOCTH

- IOMEIIeHNE, B KOTOPOM 00ecreyeHa 3aIuTa OT MPOCTyIIHBAHUS

3.Tabnwuia GopM TECTOBBIX 3aaHHI

Bcero T3 W3 Hux xonmmdectBo T3 B hopme
3aKPBITHIX OTKPBITHIX Ha Ha TIOPSI0K
COOTBETCTBHUE
wT. % mT. % mT. % mT. %
100% 100 - - -

4. Tabnuma OTBETOB K TECTOBBIM 3aIaHUAM
BepHblie 0TBEThl OTMEUYEHBI 3HAKOM « + », HEBEPHBIE OTMEUEHBI 3HAKOM « - ».

KommiiekT onenounslx 3amanuii  Ne8 1o Pazmeny 5. KowmmuekcHoe obecrieueHue
uHpopmanmonHot 6e3omacHoctn, Teme 5.1. 3ammura wuHQOpMaAMM B TEPCOHATBHBIX
kommbioTepax u Teme 5.2. 3amura MHPOpPMALUU B KOMIBIOTEPHBIX CeTAX (AyIuTOpHAs
CaMOCTOSITEIIbHAs padoTa).

1. Cnenudukanus banka tectoBeix 3amanuil mo Paznmeny 5. KommiekcHoe obecnieuenue
nHpopmanmonHot 6e3omacHoctH, Teme 5.1. 3ammura wuHpOpMaANMM B TEPCOHATBHBIX
KomrbroTepax 1 Teme 5.2. 3amuTa nH(pOpMaIMK B KOMITBIOTEPHBIX CETAX.

2. Copepxanne banka TeCTOBBIX 3aJaHMIA
Wnctpykuus: BeiOepy npaBUiIbHBIN(€) OTBET(bI).

1. Kaxkoe u3 nepedrcieHHbIX CPECTB MPeAHA3HAYCHO TS IPEJOTBPAIICHUS KPaXXH HOyTOyKa
B OOIIIECTBEHHBIX MeCTax?

- JIaT4uK JBUKCHUS

- CkaHep OTHEYaTKOB MajbleB

+ 3amok KeHcuHIrTOHa

2. Kakoif Tun yuetHol 3anucu Hanbosee 0e30maceH I MOBCETHEBHOM paboTHI 32
KOMIbIOTEPOM?

- AIMUHHUCTpaTOpa KOMIbIOTEPA

- T'octp

+ OrpanudeHHas yueTHas 3almch

3. Kaxue U3 IepeunCIeHHEIX YCTPOICTB MOryT conepxkars BCTPOEHHBII ckanep
OTIIEYATKOB IaJIbIICB?

+ HoyTOyx

+ USB-dnemka

+ BHemHu KeCTKU JUCK

+ Cmapdon

- MoHnurop
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4. Kakue u3 nepeyrcIeHHBIX CPENICTB MPEHASHAYCHBI JIJIs 3aIIUTHI OT
HECaHKIIMOHUPOBAHHOTO JIOCTYIAa?

- 3amok Kencunrrona

+ Mobile Rack

+ CkaHep OTIEYaTKOB NaJblLIEB

+ XpaHuTenb dKpaHa (3KpaHHas 3aCTaBKa)

5. Kakue cpencrBa KoMIbrOTEPa O3BOJISAIOT YCTAHOBUTH NapOJIb HA BXOJ?
- CkaHep OTHEYaTKOB MajblIeB

+ Yruaura BIOS Setup

+ VdeTHast 3anuch NOIb30BaTENs

+ XpaHuTenb dKpaHa (3KpaHHas 3aCTaBKa)

6. YmakoBka nepeaaBaeMoil MOPIUH JaHHBIX, BMECTE CO CIYXEOHBIMU MOJSIMH, B HOBBIH
«KOHBEPT», HA3bIBACTCS — ...

- DKpaHUpOBaHUE

+ TyHHenupoBaHue

- ApxuBanus

7. TexHonorus, MO3BOJIAIONIAs 00ECIICUNTh OHO MM HECKOJIBKO CETEBBIX COEINHEHHM
(JTOrMYeCcKyI0 CETh) MOBEPX APYrol CeTH, HA3hIBACTCS — ...

- DKpaHUpOBaHUE

- TynnenupoBanue

+ BupryanbpHas yacTHas ceThb

8. Kakoii ab6peBuarypoii 0003HauaeTcs nouartue «BupryanpHas yacTHas CETb»?
- NAS
- WPA
+ VPN

9. KoMmbloTepHbIl TECT, UCIIONB3YEMBIN 1JI OMPEEIICHUs, KEM SIBIISETCS MOJIb30BaTelb
CHUCTEMBI: YEJIOBEKOM MJIM KOMIIBIOTEPOM, HA3bIBAETCSA — ...

- bannep

- Kpam-rect

+ Kamnua

10. Kakue MeTobI OrpaHUUYEHUS TOCTYIIA TPUMEHSIOTCS B OECIIPOBOHBIX CETAX?
- CkpsiThlii IP-anpec

+ CxpsiThiii SSID

+ @unprpanus MAC-anpecos

11. Kakue meTopl ayTeHTU()UKALNY IPUMEHSIOTCS B OECIIPOBOHBIX CETSIX?
+ WPA ayrentudukamms

+ OTKpbITas

+ ITo MAC-anpecy

- buomerpuueckas

12. Kakue meTop! mu(poBaHus TPUMEHSIIOTCS B OECIIPOBOIHBIX CETSIX?
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+ WPA
+ WEP
- MAC
- VPN

13. Kaxoii MmeToa mm@poBaHus NpUMEHSIEMbI B O€CITPOBOIHBIX CETAX HAUMEHEE KPUIITOCTOCK?
- WPA
+ WEP
- TKIP

14. Wi-Fi-poyrep momnep:xkuBaet meroasl mmmdposanus WEP, WPA u WPA2, a Hoyroyk WEP
u WPA, ynacrcs nu ucnonb3oBate WPA2 st ux coequnenus?

- [la, Tak KaK JOCTaTOYHO YTOOBI pOyTep MOICPKUBAI JAHHBIA METOJ

+ Het, HeoOX0IMMO 4TOOBI BCE YCTPOMCTBA MOAIEPKUBATN TaHHBI METOT

15. Kakoii anroputm mudposanus npumensercs npu WPA2-mmppoBanun B 0eCipOBOIHBIX
cersx?

- RC-4

+ AES

-T'OCT 28147-89

16. Kakoii THII KOMITBIOTEPHBIX CETEH 00eCIeYrBaET TYUIIYIO 3alUIIICHHOCTh?
- becnipoBoiHbBIE
+ IIpoBoHBIE

17. Yro 13 nepeuncieHHOro MO>KET Ha3bIBaThCSl MEKCETEBBIM dKpaHOM?

+ anmapaTHOE CpPeJICTBO, OCYLIECTBIAIONIEE KOHTPOJIb U (DMIIBTPALUIO MPOXOIAIINX YEPe3 HEro
CETEBBIX MAKETOB B COOTBETCTBUH C 3aJJaHHBIMU IIPaBUIIaMHU

+ IporpaMMHO€E CPEJCTBO, OCYLIECTBIISAIONIEE KOHTPOJIb U (PUIIBTPALIMIO IPOXOAAILINX Yepes3
HET0 CETEBBIX ITAKETOB B COOTBETCTBUU C 33JaHHBIMU NPaBUIIAMHU

- CI1y’k0a B KOMIIBIOTEPHBIX CETAX, NO3BOJIAIOIIAs KJIMEHTaM BBIMOIHATE KOCBEHHBIE 3alIPOCHI K
JPYTUM CETEBBIM CITy:KO0am

18. Uto U3 mepeuncIeHHOro SBISETCS CHHOHUMOM TePMHUHA «MEXKCETEBON IKpaH»?
+ OpanaMaysp

+ Firewall

- IPOKCH

- aHTUBHPYC

19. KakoBa OCHOBHas 3a/1a4a MEKCETEBBIX IKPAHOB?

- oOecrnieueHue T0CTyna ¢ KOMIBIOTEPOB JIOKaIbHOU ceTu B IHTepHeT

+ 3amMTa KOMIOBIOTEPHBIX CETEW UM OTNIEIBHBIX Y3JI0B OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA
- aHOHMMM3aIUs JOCTYIa K pa3IuuHbIM pecypcam

20. Kakue cymiecTByIOT BUbI CETEBBIX SKPAHOB B 3aBUCUMOCTH OT OXBaTa KOHTPOJIUPYEMBIX
MMOTOKOB JTaHHBIX?

+ MeXceTeBbIe (TPaIUIIOHHBIC)

+ mepcoHaNbHbBIE
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- JIOKAJIbHBIC

21. Kakumu U3 epevrcIICHHBIX BO3MOKHOCTEH 00J1aIal0T MEKCETEBBIC IKPAHbI?
+ ¢unpTpanus JocTyna

+ KOHTpPOJIb JOCTyHa

+ yBeIOMJICHHE O TIOJJO3PUTEIILHON ACATEIbHOCTH

- 0OHapyKeHHue BPEJOHOCHBIX TPOrpaMM

22. Kakue orpaHn4eHust MOTYT BO3HUKHYTH IIPU HCIOJIb30BAHUN MEXKCETEBBIX YKPAHOB?
+ OJIOKMPOBaHHE HEKOTOPBIX CETEBBIX CIYXKO

+ CHIKEHHE MPOITYCKHOHM CIIOCOOHOCTH

- HEBO3MOXXHOCTb BbIX0/1a B ceTh IHTEepHEeT

- HEBO3MOXXHOCTB HCITOJIb30BAaHMSI CMEHHBIX HOCUTENeH HHpopmannu

23. Kakwue pexxuMbl pabOThI UCIIONB3YIOTCS B MIEPCOHATBHBIX OpaHaMayspax?
+ UHTEepaKTUBHBIN (00OyueHUs)

+ Y4epHBIN CIIUCOK

+ OeJblil CIHCOK

- CEKPETHBIN CITUCOK

24. Kak Ha3pIBaeTcs CIy»0a B KOMIIBIOTEPHBIX CETSIX, MO3BOJISAIONIAS KJIMEHTaM BBIIOJIHATh
KOCBEHHBIE 3aIPOCHI K APYTUM CETEBBIM CITyKOam?

- Firewall

+ IPOKCU-CEPBEP

- Opanamaysp

25. KakoBbl OCHOBHBIEC (DYHKITUH TTPOKCH-CEPBEPOB?

+ o0ecnieueHne AOCTyNa ¢ KOMIbIOTEPOB JOKaIbHOM ceTH B IHTepHeT

+ 3ammTa JIOKaIbHON CETH OT BHEILHETO JOCTYIIa

+ aHOHMMM3aLMs JOCTYIIA K Pa3IMUHbIM pecypcam

- (puIbTpaLUs CETEBBIX AKETOB B COOTBETCTBUH C 3a/laHHBIMU IPaBUIIaMU

3.Tabnwuia GopM TECTOBBIX 3aaHHI

Bcero T3 13 Hux xonmuectBo T3 B popme
3aKPBITHIX OTKPBITHIX Ha Ha MOPSIIOK
COOTBETCTBHE
mT. % mrt. % mrt. % mrt. %
100% 100 - - -

4. Tabanna OTBETOB K TECTOBBIM 3aJaHUSIM
BepHbie OTBETHI OTMEYEHBI 3HAKOM « + », HEBEPHbIE OTMEUEHBI 3HAKOM « - ».

4.2. 3apanus 11 NPOMEKYTOYHOM aTTecTalluN
I[TEPEYEHD
BOIIPOCOB JUISI ITOJATOTOBKH K 9K3aMEHY M0 Y4eOHOH TUCIMITIIMHE
«OI1.05 OcHoBBI HHGOPMAITMOHHON 0€30TTaCHOCTH
s o0yqaromuxces o cnenuaibaoctu 09.02.11
Pa3zpaboTka u ynpapieHre mporpaMMHBIM 00€CTICUCHHEM
1. OcHOBHBIE NUPUHIUNBI HHMYOPMAIIMOHHONW O€30MacCHOCTU: IIEIOCTHOCTh, JOCTYIHOCTH,
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KOH()HICHIIMAIBHOCTb.

[TonsiTHE YA3BUMOCTH, YIPO3bI, HCTOYHHUKA YIPO3bl WH(OPMAIMOHHONW O€30MacHOCTH, UX
KJ1acCU(PUKAIIHH.

[IpuHIMIBL yIIpaBICHUS JOCTYIIOM.

JIMCKpenloHHOE yIpaBiIeHUE TOCTYIIOM.

MangaTHOe ¥ pOJIeBOE YIIPABICHUE JOCTYIIOM.

Nnentudukanus u ayreHTHDUKAITHIS.

KypHanupoBaHue U ayuT.

Kpunronorus. Kpunrorpadus. Kpunroananus.

Knaccudukanus metonoB muppoBaHusl.

Oranbl pa3BUTHUS KpUOTOrpaduu.

CHUMMETPUYHBIE KPUIITOCUCTEMBI.

AcCUMMeETpUYHBIE KPUTITOCHCTEMBI.

OUIL

Anroputmsl mudposanus. Peanuzanus anroputMoB mudpoBaHUsL.

Knaccudukanus BpemoHocHbIX mporpamm. Ilytu pacnpoctpanenus. Bpen, HaHOCHUMBII
BPEIOHOCHBIMH MPOTrpaMMaMH.

[Tpu3Haku 3apaxeHusi BpeJOHOCHBIMU TIPOrpaMMaMHU.

MeTo/b1 321U ThI OT BPEAOHOCHBIX MPOTPAMM.

AHTUBHPYCHBIEC TPOTPAMMBI.

Cucrembl xpaHeHusi JaHHbIX. RAID-MaccuBbl, CceT€BblE XpaHWIIWINA, JICHTOYHBIE
OMOTMOTEKH U T.1I.

Pe3zepBHoe komupoBanue uH(poOpMauuu. MeToabl M CpPeACcTBa PE3EPBHOIO KOMUPOBAHUS.
CxeMbl poTaluy HOCUTENEN PE3EPBHBIX KOIHH.

Poccuiickoe 3aKk0HOIAaTETHCTBO B 00J1acTH MH(POPMAITMOHHON 0€30MMacHOCTH.
OTBETCTBEHHOCTH 33 HAPYIICHHE 3aKOHOAATEILCTBA B HHPOPMAITMOHHOH cdepe.
MexnayHaponHble CTaHAApThl HMH(POPMAIMOHHON Oe3omacHocTH. «OpaHKeBas KHHUTay.
ISO/IEC 15408 «OOmme KpuTepuud OIEHKH O€30MacHOCTH  HMH()OPMAIIMOHHBIX
TEXHOJIOTHII.

OTteuecTBEHHBIEC CTAaHAAPTHI HHPOPMALMOHHOM OE30MaCHOCTH.

YnpasieHue nepcoHaIoM.

dusnueckas 3amuTa 00beKTOB HH(OPMATH3ALINY.

[Tonnepxanue paborocriocoOHOCTH. PearnpoBanne Ha HapylIeHHE peKMMa 0€30MMacHOCTH.
[MnanupoBaHue BOCCTAHOBUTEIBHBIX Pa0OT.

[TonsiTie mONMMTHKK WHGOPMAITMOHHOW Oe30MacHOCTH opraHuzanuu. Dh(EeKTUBHBIC U
HedP(HEKTUBHBIE TTOJTUTHKH.

3amuTa MHQOPMAIMH B IEPCOHATBHBIX KOMITbIOTEpaX.

Yrpo3bl uHPOPMAITMOHHOM O€30ITACHOCTH B KOMITBIOTEPHBIX CETSIX.

3amuTa HHPOPMAIUN B KOMITBIOTEPHBIX CETSIX.

Me:xceTeBble SKpaHbl v MPOKCU-CEPBEPHI.
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